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CVE CVE-2007-2728
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-05-16 22:30:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description The soap extension in PHP calls php_rand_r with an uninitialized seed variable, which has unknown impact and attack vect

/ |

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:N/A:N

Problem Types: NVD-CWE-noinfo | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:P/I:N/A:N

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 6.06 All All All


https://cve.report/
https://cve.report/CVE-2007-2728/mitre
https://cve.report/CVE-2007-2728/nist
https://cve.report/CVE-2007-2728/cve_org
https://cve.report/api/cve/CVE-2007-2728.json
https://cve.report/CVE-2007-2728.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux

Operating System Canonical Ubuntu Linux 6.10
Operating System Canonical Ubuntu Linux 7.04

Application Php Php -

Vendor Declared Affected Products

All All All
All All All
All All All

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference

USN-485-1: PHP vulnerabilities | Ubuntu

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Mandriva update for php - Advisories - Secunia

Watching the PHP CVS - PHP Security Blog

Advisories | Mandriva

Ubuntu update for php - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Security Announcement

PHP SOAP Extension HTTP Authentication Weak Nonce - Advisories - Secunia
osvdb.org/36086
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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