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Summary

CVE CVE-2007-2754

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-05-17 22:30:00 UTC

Updated 2023-02-13 02:17:00 UTC

Description Integer signedness error in truetype/ttgload.c in Freetype 2.3.4 and earlier might allow remote attackers to execute arbitrary code via a crafted TTF image with a negative n_points value, which leads to an integer overflow and heap-based buffer overflow.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Freetype Freetype All All All All

References

Reference Source

200033 SUNALERT

Repository / Oval Repository OVAL

Red Hat Customer Portal MISC

[ft-devel] Bug in fuzzed TTF file MLIST

APPLE-SA-2007-11-14 Safari 3 Beta Update 3.0.4 (Windows) APPLE

access.redhat.com | CVE-2007-2754 MISC

240200 – (CVE-2007-2754) CVE-2007-2754 freetype integer overflow CONFIRM

36509 OSVDB

FreeType Integer Overflow in TT_Load_Simple_Glyph() Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK

FreeType TT_Load_Simple_Glyph() TTF File Integer Overflow Vulnerability BID

Gentoo update for freetype - Advisories - Secunia SECUNIA

Red Hat update for freetype - Secunia.com SECUNIA

SUSE update for freetype2 - Advisories - Secunia SECUNIA
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20070602-01-P SGI

SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia SECUNIA

Red Hat update for freetype - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

Fedora update for freetype1 - Secunia.com SECUNIA

Repository / Oval Repository OVAL

Red Hat Customer Portal MISC

Gentoo Linux Documentation -- FreeType: Buffer overflow GENTOO

USN-466-1: freetype vulnerability | Ubuntu UBUNTU

Gentoo update for openoffice and openoffice-bin - Advisories - Secunia SECUNIA

Support REDHAT

Mandriva update for freetype2 - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Bug 502565 – CVE-2006-1861 CVE-2007-2754 Multiple freetype1 vulnerabilities [Fedora rawhide] CONFIRM

Webmail - OVH VUPEN

Debian update for freetype - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

[freetype] Diff of /freetype2/src/truetype/ttgload.c CONFIRM

Debian update for freetype - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

2007-0019 TRUSTIX

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

Linux Terminal Server Project: Multiple vulnerabilities — Gentoo Linux Documentation GENTOO

FreeType TTF Font Parsing Vulnerability - Advisories - Secunia SECUNIA

About the security content of Security Update 2009-002 / Mac OS X v10.5.7 CONFIRM
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Red Hat update for freetype - Advisories - Secunia SECUNIA

[SECURITY] Fedora 10 Update: freetype1-1.4-0.8.pre.fc10 FEDORA

issues.rpath.com/browse/RPL-1390 CONFIRM

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

rPath update for freetype - Advisories - Secunia SECUNIA

SecurityFocus BUGTRAQ
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http://sunsolve.sun.com/search/document.do?assetkey=1-26-103171-1
http://secunia.com/advisories/28298
http://www.gentoo.org/security/en/glsa/glsa-200707-02.xml
http://secunia.com/advisories/25483
http://www.redhat.com/support/errata/RHSA-2007-0403.html


OpenPKG Corporation: Security: Security Advisories OPENPKG

ASA-2007-330 (RHSA-2007-0403) CONFIRM

#201259: Integer Overflow and Heap-Based Buffer Overflow Vulnerability in 3rd Party Module (Freetype) SUNALERT

Debian -- Security Information -- DSA-1302-1 freetype DEBIAN

Advisories - Mandriva Linux MANDRIVA

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

APPLE-SA-2009-05-12 Security Update 2009-002 / Mac OS X v10.5.7 APPLE

SecurityFocus BUGTRAQ

Support REDHAT

Debian -- Security Information -- DSA-1334-1 freetype DEBIAN

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Gentoo ltsp Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Trustix Updates for Multiple Packages - Advisories - Secunia SECUNIA

Red Hat Customer Portal MISC

[SECURITY] Fedora 11 Update: freetype1-1.4-0.8.pre.fc11 FEDORA

Avaya Products FreeType TTF Font Parsing Vulnerability - Advisories - Secunia SECUNIA

Security Announcement SUSE

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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