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CVE CVE-2007-2756
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-05-18 18:30:00 UTC
Updated 2017-10-11 01:32:00 UTC
Description The gdPngReadData function in libgd 2.0.34 allows user-assisted attackers to cause a denial of service (CPU consumption

/ |
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Libgd Libgd 2.0.34 Al Al Al
Application Libgd Libgd 2.0.34 All All All
Reference

GD Graphics Library PNG File Processing Denial of Service Vulnerability

Slackware update for php5 - Advisories - Secunia

Security Tracker.com Archives - PHP Infinite Loop in imagecreatefrompng() Lets Users Deny Service
Repository / Oval Repository

35788

SUSE Update for Multiple Packages - Advisories - Secunia
issues.rpath.com/browse/RPL-1394

Mandriva update for tetex - Secunia Advisories - Vulnerability Intelligence - Secunia.com
[SECURITY] Fedora 7 Update: php-5.2.4-1.fc7

Avaya Products PHP Multiple Vulnerabilities - Advisories - Secunia

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

The Slackware Linux Project: Slackware Security Advisories



https://cve.report/
https://cve.report/CVE-2007-2756/mitre
https://cve.report/CVE-2007-2756/nist
https://cve.report/CVE-2007-2756/cve_org
https://cve.report/api/cve/CVE-2007-2756.json
https://cve.report/CVE-2007-2756.pdf
http://cve.report/vendor/libgd
http://cve.report/software/libgd/libgd
http://cve.report/vendor/libgd
http://cve.report/software/libgd/libgd
http://www.securityfocus.com/bid/24089
http://secunia.com/advisories/25535
http://www.securitytracker.com/id?1018187
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10779
http://osvdb.org/35788
http://secunia.com/advisories/25787
https://issues.rpath.com/browse/RPL-1394
http://secunia.com/advisories/25646
https://www.redhat.com/archives/fedora-package-announce/2007-September/msg00397.html
http://secunia.com/advisories/27545
http://www.vupen.com/english/advisories/2007/2336
http://slackware.com/security/viewer.php?l=slackware-security&y=2007&m=slackware-security.482863

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

GD: Multiple vulnerabilities — Gentoo Linux Documentation

Fedora update for php - Advisories - Secunia

rPath update for gd, php, php-mysql, and php-pgsql - Advisories - Secunia
Gentoo update for gd - Advisories - Secunia

PHP: PHP 5.2.3 Release Announcement

SUSE update for php4 and php5 - Advisories - Secunia

Red Hat update for php - Advisories - Secunia

PTeX: Multiple vulnerabilities — Gentoo Linux Documentation

Gentoo Linux Documentation -- CSTeX: Multiple vulnerabilities

IBM X-Force Exchange

Gentoo update for ptex - Advisories - Secunia

ReleaseNote020035 - LibGD

OpenPKG Corporation: Security: Security Advisories

36643

[security-announce] SUSE Security Announcement: php4,php5 (SUSE-SA:2007:
GD Graphics Library Truncated PNG Data Denial of Service - Advisories - Secunia
Red Hat update for gd - Advisories - Secunia

Advisories - Mandriva Linux

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
2007-0019

rhn.redhat.com | Red Hat Support

Gentoo Linux Documentation -- PHP: Multiple vulnerabilities

2007-0023

ASA-2007-449 (RHSA-2007-0888, RHSA-2007-0889 & RHSA-2007-0890)
Security Announcement

USN-473-1: libgd2 vulnerabilities | Ubuntu

Gentoo update for php - Advisories - Secunia

Support

Ubuntu update for libgd2 - Advisories - Secunia

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
rhn.redhat.com | Red Hat Support

Mandriva update for php - Advisories - Secunia

Advisories - Mandriva Linux

Mandriva update for gd - Secunia Advisories - Vulnerability Intelligence - Secunia.com


http://www.vupen.com/english/advisories/2007/2016
http://security.gentoo.org/glsa/glsa-200708-05.xml
http://secunia.com/advisories/26930
http://secunia.com/advisories/25590
http://secunia.com/advisories/26390
http://www.php.net/releases/5_2_3.php
http://secunia.com/advisories/26048
http://secunia.com/advisories/26871
http://security.gentoo.org/glsa/glsa-200805-13.xml
http://security.gentoo.org/glsa/glsa-200711-34.xml
https://exchange.xforce.ibmcloud.com/vulnerabilities/34420
http://secunia.com/advisories/30168
http://www.libgd.org/ReleaseNote020035
http://www.openpkg.com/security/advisories/OpenPKG-SA-2007.020.html
http://osvdb.org/36643
http://lists.opensuse.org/opensuse-security-announce/2007-07/msg00006.html
http://secunia.com/advisories/25362
http://secunia.com/advisories/29157
http://www.mandriva.com/security/advisories?name=MDKSA-2007:124
http://www.vupen.com/english/advisories/2007/3386
http://www.trustix.org/errata/2007/0019/
http://www.redhat.com/support/errata/RHSA-2007-0890.html
http://www.gentoo.org/security/en/glsa/glsa-200710-02.xml
http://www.trustix.org/errata/2007/0023/
http://support.avaya.com/elmodocs2/security/ASA-2007-449.htm
http://www.novell.com/linux/security/advisories/2007_13_sr.html
http://www.ubuntu.com/usn/usn-473-1
http://secunia.com/advisories/27102
http://www.redhat.com/support/errata/RHSA-2008-0146.html
http://secunia.com/advisories/25575
http://www.vupen.com/english/advisories/2007/1904
http://www.redhat.com/support/errata/RHSA-2007-0891.html
http://secunia.com/advisories/26895
http://www.mandriva.com/security/advisories?name=MDKSA-2007:123
http://secunia.com/advisories/25657

FS#86: Possible Infinite 100p In libgd/gd_png.c (Inside png_set_read_tn() callback) with truncated input
Advisories - Mandriva Linux

HP-UX update for Apache - Advisories - Secunia

Red Hat update for php - Advisories - Secunia

Trustix Update for Multiple Packages - Advisories - Secunia

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Fedora update for php - Advisories - Secunia

rhn.redhat.com | Red Hat Support

HPSBUX02262 SSRT071447 rev. 1 - HP-UX running Apache, Remote Arbitrary Code Execution, Cross Site Scripting (XSS) - c01178795 - HI
Trustix Updates for Multiple Packages - Advisories - Secunia

[SECURITY] Fedora Core 6 Update: php-5.1.6-3.7.fc6

Mandriva update for libwmf - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Advisories | Mandriva

PHP "gdPngReadData()" Truncated PNG Data Denial of Service - Advisories - Secunia

GD Graphics Library Multiple Vulnerabilities - Advisories - Secunia

CVE Program record

NVD vulnerability detail
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-05-22 Joshua Bressers Red Hat does not consider this flaw to be a security vulnerability. We are not aware of any I«

l
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There are currently no legacy QID mappings associated with this CVE.
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http://bugs.libgd.org/?do=details&task_id=86
http://www.mandriva.com/security/advisories?name=MDKSA-2007:122
http://secunia.com/advisories/27037
http://secunia.com/advisories/26967
http://secunia.com/advisories/26231
http://www.vupen.com/english/advisories/2007/1905
http://secunia.com/advisories/27110
http://rhn.redhat.com/errata/RHSA-2007-0889.html
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?objectID=c01178795
http://secunia.com/advisories/25353
https://www.redhat.com/archives/fedora-package-announce/2007-September/msg00354.html
http://secunia.com/advisories/25658
http://www.mandriva.com/security/advisories?name=MDKSA-2007:187
http://secunia.com/advisories/25378
http://secunia.com/advisories/25855
https://www.cve.org/CVERecord?id=CVE-2007-2756
https://nvd.nist.gov/vuln/detail/CVE-2007-2756
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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