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AVNACMAUNCRINAN Certain versions of Hci Management Node from Netapp contain the
’ following vulnerability:

OpenSSH, when using OPIE (One-Time Passwords in Everything) for
PAM, allows remote attackers to determine the existence of certain
user accounts, which displays a different response if the user account
exists and is configured to use one-time passwords (OTP), a similar
issue to CVE-2007-2243.

CVE-2007-2768 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: ~4.3-MEDIUM

Access Access Authentication
Vector Complexity

[NONE_
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

(2) FULLDISC 20070424 Re: OpenSSH - System
Account Enumeration if S/Key is used

Not Archived

(D OSVDB 34601

Not Archived

CVE-2007-2768 OpenSSH Vulnerability in NetApp ] CONFIRM security.netapp.com/advisory/ntap-
Products | NetApp Product Security 20191107-0002/
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| Related QID Numbers

900273 CBL-Mariner Linux Security Update for openssh 8.5p1

901085 Common Base Linux Mariner (CBL-Mariner) Security Update for openssh (6778-1)
903549 Common Base Linux Mariner (CBL-Mariner) Security Update for openssh (2522)
906062 Common Base Linux Mariner (CBL-Mariner) Security Update for openssh (2522-1)

906377 Common Base Linux Mariner (CBL-Mariner) Security Update for openssh (6778-2)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Netapp Hci Management Node - All All All
Hardware = >4 Netapp Hci Storage Node - All All All
Application Netapp Solidfire - All All All
Application Netapp Steelstore Cloud Integrated Storage - All All All
Application Openbsd Openssh All All All All
Application Openbsd Openssh All All All All
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