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CVE CVE-2007-2789
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback
Published 2007-05-22 00:30:00 UTC
Updated 2026-04-23 00:35:47 UTC

Description The BMP image parser in Sun Java Development Kit (JDK) before 1.5.0_11-b03 and 1.6.x before 1.6.0_01-b06, and Sun J.

/ ]

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:N/A:P

Problem Types: CWE-399 | n/a

CVSS v2.0 Breakdown

\ccess Vector
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AV:N/AC:M/Au:N/C:N/I:N/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sun Jak 1.5.0 - All All


https://cve.report/
https://cve.report/CVE-2007-2789/mitre
https://cve.report/CVE-2007-2789/nist
https://cve.report/CVE-2007-2789/cve_org
https://cve.report/api/cve/CVE-2007-2789.json
https://cve.report/CVE-2007-2789.pdf
http://cve.report/vendor/sun
http://cve.report/software/sun/jdk
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Application Sun Sdk 1.3.1_13 All All All
Application Sun Sdk 1.3.1_14 All All All
Application Sun Sdk 1.3.1_15 All All All
Application Sun Sdk 1.3.1_16 All All All
Application Sun Sdk 1.3.1_17 All All All
Application Sun Sdk 1.3.1_18 All All All
Application Sun Sdk 1.3.1_19 All All All
Application Sun Sdk 1.4.2 All All All
Application Sun Sdk 1421 All All All
Application Sun Sdk 1.4.2_10 All All All
Application Sun Sdk 1.4.2_11 All All All
Application Sun Sdk 142 12 All All All
Application Sun Sdk 1.4.2_13 All All All
Application Sun Sdk 1.4.2_14 All All All
Application Sun Sdk 1422 All All All
Application Sun Sdk 1423 All All All
Application Sun Sdk 14.2_4 All All All
Application Sun Sdk 1425 All All All
Application Sun Sdk 1426 All All All
Application Sun Sdk 1427 All All All
Application Sun Sdk 1428 All All All
Application Sun Sdk 1429 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

Red Hat update for java-1.5.0-bea - Advisories - Secunia

Sun JDK/JRE: Multiple vulnerabilities — Gentoo Linux Documentation

SUSE update for Java / IBM Java - Advisories - Secunia

SecurityTracker.com Archives - Sun Java Runtime Environment Buffer Overflow in Applet Image Parsing Lets Remote Users Gain Privileges
rhn.redhat.com | Red Hat Support

BEA JRockit Multiple Vulnerabilities - Advisories - Secunia

Gentoo update for sun-jdk, sun-jre-bin, and emul-linux-x86-java - Secunia Advisories - Vulnerability Intelligence - Secunia.com
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http://cve.report/software/sun/sdk
http://cve.report/vendor/sun
http://cve.report/software/sun/sdk
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://secunia.com/advisories/27203
http://www.gentoo.org/security/en/glsa/glsa-200804-20.xml
http://secunia.com/advisories/26049
http://www.securitytracker.com/id?1018182
http://www.redhat.com/support/errata/RHSA-2008-0261.html
http://secunia.com/advisories/26631
http://secunia.com/advisories/29858

rhn.redhat.com | Red Hat Support

APPLE-SA-2007-12-14 Java Release 6 for Mac OS X 10.4

Gentoo Linux Documentation -- BEA JRockit: Multiple vulnerabilities

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
sunsolve.sun.com/search/document.do

SUSE update for IBM JRE/SDK Java and Sun Java JRE/SDK - Advisories - Secunia

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Security update for Java

Red Hat update for java-1.4.2-bea - Advisories - Secunia

Red Hat update for java-1.4.2-bea - Advisories - Secunia

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Oracle Fusion Middleware Technologies

#102934: Security Vulnerabilities in the Java Runtime Environment Image Parsing Code May Allow a Untrusted Applet to Elevate Privileges
About the security content of Java Release 6 for Mac OS X 10.4

Red Hat update for java-1.5.0-ibm - Secunia Advisories - Vulnerability Information - Secunia.com
Gentoo update for jrockit-jdk-bin - Secunia Advisories - Vulnerability Intelligence - Secunia.com
[VIM] Sun JDK Confusion

Security Announcement

rhn.redhat.com | Red Hat Support

rhn.redhat.com | Red Hat Support

IBM X-Force Exchange

SUSE update for IBM Java - Advisories - Secunia

IBM X-Force Exchange

CESA-2006-004 - rev 2

Gentoo update for ibm-jdk-bin and ibm-jre-bin - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Sun JDK and JRE ICC and BMP Parser Vulnerabilities - Advisories - Secunia

rhn.redhat.com | Red Hat Support

Mac OS X Java Multiple Vulnerabilities - Advisories - Secunia

JRockit: Multiple vulnerabilities — Gentoo Linux Documentation

[VIM] [theall at tenablesecurity.com: Sun JDK Confusion] (fwd)

[VIM] Sun JDK Confusion

[VIM] Sun JDK Confusion Revisited

Slackware update for jdk and jre - Advisories - Secunia

Repository / Oval Repository

Gentoo Linux Documentation -- Sun JDK/JRE: Multiple vulnerabilities

Quin INK IDR/AAD Darenr Multinla \iilnAarvahilitine


http://www.redhat.com/support/errata/RHSA-2007-0829.html
http://lists.apple.com/archives/Security-announce/2007/Dec/msg00001.html
http://www.gentoo.org/security/en/glsa/glsa-200709-15.xml
http://www.vupen.com/english/advisories/2007/3009
http://sunsolve.sun.com/search/document.do?assetkey=1-66-200856-1
http://secunia.com/advisories/26119
http://www.vupen.com/english/advisories/2007/1836
http://support.novell.com/techcenter/psdb/d2f549cc040cd81ae4a268bb5edfe918.html
http://secunia.com/advisories/29340
http://secunia.com/advisories/28056
http://www.vupen.com/english/advisories/2007/4224
http://dev2dev.bea.com/pub/advisory/248
http://sunsolve.sun.com/search/document.do?assetkey=1-26-102934-1
http://docs.info.apple.com/article.html?artnum=307177
http://secunia.com/advisories/26369
http://secunia.com/advisories/26933
http://www.attrition.org/pipermail/vim/2007-July/001696.html
http://www.novell.com/linux/security/advisories/2007_56_ibmjava.html
http://www.redhat.com/support/errata/RHSA-2008-0133.html
http://www.redhat.com/support/errata/RHSA-2007-1086.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/34654
http://secunia.com/advisories/27266
https://exchange.xforce.ibmcloud.com/vulnerabilities/34320
http://scary.beasts.org/security/CESA-2006-004.html
http://secunia.com/advisories/30780
http://secunia.com/advisories/25295
http://www.redhat.com/support/errata/RHSA-2007-0956.html
http://secunia.com/advisories/28115
http://security.gentoo.org/glsa/glsa-200804-28.xml
http://www.attrition.org/pipermail/vim/2007-July/001697.html
http://www.attrition.org/pipermail/vim/2007-July/001708.html
http://www.attrition.org/pipermail/vim/2007-December/001862.html
http://secunia.com/advisories/26645
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10800
http://www.gentoo.org/security/en/glsa/glsa-200705-23.xml

SUIT UL Ul WDV | QIS IVIUIUPIS v Ul ST QUIuGD
IBM JDK/JRE: Multiple vulnerabilities — Gentoo Linux Documentation

Security update for IBM Java

Gentoo Linux Documentation -- emul-linux-x86-java: Multiple vulnerabilities

Red Hat update for IBMJava2-JRE and IBMJava2-SDK - Advisories - Secunia

Security Announcement

rhn.redhat.com | Red Hat Support

Gentoo update for emul-linux-x86-java - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Gentoo updates for sun-jdk and sun-jre-bin - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Red Hat update for java-1.4.2-ibm - Secunia Advisories - Vulnerability Intelligence - Secunia.com
rhn.redhat.com | Red Hat Support

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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