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CVE CVE-2007-2797
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-08-27 17:17:00 UTC
Updated 2018-10-16 16:45:00 UTC
Description xterm, including 192-7.el4 in Red Hat Enterprise Linux and 208-3.1 in Debian GNU/Linux, sets the wrong group ownership
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux All All All All

Operating System Debian Debian Linux All All All All

Operating System Redhat Enterprise Linux All All All All

Operating System Redhat Enterprise Linux All All All All

Application Xterm Xterm 192-7.el4 All All All

Application Xterm Xterm 208-3.1 All All All

Application Xterm Xterm 192-7.el4 All All All

Application Xterm Xterm 208-3.1 All All All

Reference Source Lin
ASA-2007-490 (RHSA-2007-0701) CONFIRM  sug
Avaya Products Xterm Security Bypass Security Issue - Advisories - Secunia SECUNIA  sec
Red Hat update for xterm - Advisories - Secunia SECUNIA  sec
rPath update for xterm - Advisories - Secunia SECUNIA  sec
xterm Psuedo Terminal Insecure Permissions Local Insecure Permission Weakness BID ww
SecurityFocus BUGTRAQ ww
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http://www.securityfocus.com/bid/26710
http://www.securityfocus.com/archive/1/477469/100/0/threaded

#349924 - Wrong Permissions on tty - Debian Bug report logs MISC bug

xterm Local User Deterministic Unauthorized Access - CXSecurity.com SREASON  sec
issues.rpath.com/browse/RPL-1396 CONFIRM isst
SecurityFocus BUGTRAQ ww

239070 — (CVE-2007-2797) CVE-2007-2797 Wrong settings for the tty (mesg: error: tty device is not owned by group “tty'’) CONFIRM  buc

Support REDHAT ww
Repository / Oval Repository OVAL ove
CVE Program record CVE.ORG ww
NVD vulnerability detail NVD nvc
4] H ol

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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