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CVE CVE-2007-2807
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-05-22 19:30:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description Stack-based buffer overflow in mod/server.mod/servrmsg.c in Eggdrop 1.6.18, and possibly earlier, allows user-assisted, re

/ |

Risk And Classification

Primary CVSS: v2.0 6.8 from nvd@nist.gov

AV:N/AC:M/Au:N/C:P/I:P/A:P

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Eggheads Eggdrop Irc Bot 1.6.10 All All All


https://cve.report/
https://cve.report/CVE-2007-2807/mitre
https://cve.report/CVE-2007-2807/nist
https://cve.report/CVE-2007-2807/cve_org
https://cve.report/api/cve/CVE-2007-2807.json
https://cve.report/CVE-2007-2807.pdf
http://cve.report/vendor/eggheads
http://cve.report/software/eggheads/eggdrop_irc_bot

Application Eggheads Eggdrop Irc Bot 1.6.11 All
Application Eggheads Eggdrop Irc Bot 1.6.12 All
Application Eggheads Eggdrop Irc Bot 1.6.13 All
Application Eggheads Eggdrop Irc Bot 1.6.14 All
Application Eggheads Eggdrop Irc Bot 1.6.15 All
Application Eggheads Eggdrop Irc Bot 1.6.16 All
Application Eggheads Eggdrop Irc Bot 1.6.17 All
Application Eggheads Eggdrop Irc Bot 1.6.8 All
Application Eggheads Eggdrop Irc Bot 1.6.9 All
Application Eggheads Eggdrop Irc Bot All All

Vendor Declared Affected Products

All All
All All
All All
All All
All All
All All
All All
All All
All All
All All

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference

Advisories - Mandriva Linux

Fedora update for eggdrop - Advisories - Secunia

osvdb.org/36237

Eggdrop Stack Overflow in 'servrmsg.c' Lets Remote Servers Execute Arbitrary Code - Security Tracker
Gentoo Linux Documentation -- Eggdrop: Buffer overflow

[SECURITY] Fedora 8 Update: eggdrop-1.6.18-12.fc8

#427157 - CVE-2007-2807: stack-based buffer overflow - Debian Bug report logs

Debian update for eggdrop - Advisories - Secunia

Eggdrop Server Module Private Message Processing Buffer Overflow - Advisories - Secunia
Mandriva update for eggdrop - Advisories - Secunia

Issues - eggheads/eggdrop - GitHub

Gentoo update for eggdrop - Advisories - Secunia

Eggdrop Server Module Message Handling Remote Buffer Overflow Vulnerability

Debian update for eggdrop - Secunia Advisories - Vulnerability Information - Secunia.com
[SECURITY] Fedora 7 Update: eggdrop-1.6.18-12.fc7

Debian -- Security Information -- DSA-1826-1 eggdrop

Debian -- Security Information -- DSA-1448-1 eggdrop
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http://securitytracker.com/id?1018700
http://security.gentoo.org/glsa/glsa-200709-07.xml
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http://www.securityfocus.com/bid/24070
http://secunia.com/advisories/35690
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http://www.debian.org/security/2009/dsa-1826
http://www.debian.org/security/2008/dsa-1448
https://www.cve.org/CVERecord?id=CVE-2007-2807
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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