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Summary

CVE CVE-2007-2813

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-05-22 19:30:00 UTC

Updated 2017-10-11 01:32:00 UTC

Description Cisco IOS 12.4 and earlier, when using the crypto packages and SSL support is enabled, allows remote attackers to cause a denial of service via a malformed (1) ClientHello, (2) ChangeCipherSpec, or (3) Finished message during an SSL session.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Ios Transmission Control Protocol 12.0t All All All

Hardware Cisco Ios Transmission Control Protocol 12.0wc All All All

Hardware Cisco Ios Transmission Control Protocol 12.0xe All All All

Hardware Cisco Ios Transmission Control Protocol 12.0xh All All All

Hardware Cisco Ios Transmission Control Protocol 12.0xi All All All

Hardware Cisco Ios Transmission Control Protocol 12.0xk All All All

Hardware Cisco Ios Transmission Control Protocol 12.0xl All All All

Hardware Cisco Ios Transmission Control Protocol 12.0xn All All All

Hardware Cisco Ios Transmission Control Protocol 12.0xq All All All

Hardware Cisco Ios Transmission Control Protocol 12.0xr All All All

Hardware Cisco Ios Transmission Control Protocol 12.0xv All All All

Hardware Cisco Ios Transmission Control Protocol 12.1 All All All

Hardware Cisco Ios Transmission Control Protocol 12.1ay All All All

Hardware Cisco Ios Transmission Control Protocol 12.1cx All All All

Hardware Cisco Ios Transmission Control Protocol 12.1e All All All

Hardware Cisco Ios Transmission Control Protocol 12.1ea All All All

Hardware Cisco Ios Transmission Control Protocol 12.1eb All All All
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