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Summary

CVE CVE-2007-2834

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-09-18 21:17:00 UTC

Updated 2022-02-07 17:16:00 UTC

Description Integer overflow in the TIFF parser in OpenOffice.org (OOo) before 2.3; and Sun StarOffice 6, 7, and 8 Office Suite (StarSuite); allows remote attackers to execute arbitrary code via a TIFF file with crafted values of unspecified length fields, which triggers allocation of an incorrect amount of memory, resulting in a heap-based buffer overflow.

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Openoffice All All All All

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 6.10 All All All

Operating System Canonical Ubuntu Linux 7.04 All All All

Operating System Debian Debian Linux 3.1 All All All

Operating System Debian Debian Linux 3.1 All alpha All

Operating System Debian Debian Linux 3.1 All amd64 All

Operating System Debian Debian Linux 3.1 All arm All

Operating System Debian Debian Linux 3.1 All hppa All

Operating System Debian Debian Linux 3.1 All ia-32 All

Operating System Debian Debian Linux 3.1 All ia-64 All

Operating System Debian Debian Linux 3.1 All m68k All

Operating System Debian Debian Linux 3.1 All mips All

Operating System Debian Debian Linux 3.1 All mipsel All

Operating System Debian Debian Linux 3.1 All ppc All

Operating System Debian Debian Linux 3.1 All s-390 All

Operating System Debian Debian Linux 3.1 All sparc All
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Operating System Debian Debian Linux 3.1 All sparc All

Operating System Debian Debian Linux 4.0 All All All

Operating System Debian Debian Linux 4.0 All alpha All

Operating System Debian Debian Linux 4.0 All amd64 All

Operating System Debian Debian Linux 4.0 All arm All

Operating System Debian Debian Linux 4.0 All hppa All

Operating System Debian Debian Linux 4.0 All ia-32 All

Operating System Debian Debian Linux 4.0 All ia-64 All

Operating System Debian Debian Linux 4.0 All m68k All

Operating System Debian Debian Linux 4.0 All mips All

Operating System Debian Debian Linux 4.0 All mipsel All

Operating System Debian Debian Linux 4.0 All powerpc All

Operating System Debian Debian Linux 4.0 All s-390 All

Operating System Debian Debian Linux 4.0 All sparc All

Operating System Debian Debian Linux 3.1 All All All

Operating System Debian Debian Linux 3.1 All alpha All

Operating System Debian Debian Linux 3.1 All amd64 All

Operating System Debian Debian Linux 3.1 All arm All

Operating System Debian Debian Linux 3.1 All hppa All

Operating System Debian Debian Linux 3.1 All ia-32 All

Operating System Debian Debian Linux 3.1 All ia-64 All

Operating System Debian Debian Linux 3.1 All m68k All

Operating System Debian Debian Linux 3.1 All mips All

Operating System Debian Debian Linux 3.1 All mipsel All

Operating System Debian Debian Linux 3.1 All ppc All

Operating System Debian Debian Linux 3.1 All s-390 All

Operating System Debian Debian Linux 3.1 All sparc All

Operating System Debian Debian Linux 4.0 All All All

Operating System Debian Debian Linux 4.0 All alpha All

Operating System Debian Debian Linux 4.0 All amd64 All

Operating System Debian Debian Linux 4.0 All arm All

Operating System Debian Debian Linux 4.0 All hppa All

Operating System Debian Debian Linux 4.0 All ia-32 All

Operating System Debian Debian Linux 4.0 All ia-64 All

Operating System Debian Debian Linux 4.0 All m68k All

Operating System Debian Debian Linux 4.0 All mips All
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Operating System Debian Debian Linux 4.0 All mipsel All

Operating System Debian Debian Linux 4.0 All powerpc All

Operating System Debian Debian Linux 4.0 All s-390 All

Operating System Debian Debian Linux 4.0 All sparc All

Operating System Fedoraproject Fedora Core 3 All All All

Operating System Fedoraproject Fedora Core 6 All All All

Operating System Gentoo Linux All All All All

Operating System Gentoo Linux All All All All

Application Openoffice Openoffice 1.1.3 All All All

Application Openoffice Openoffice 2.0.4 All All All

Application Openoffice Openoffice 2.2.1 All All All

Application Openoffice Openoffice 1.1.3 All All All

Application Openoffice Openoffice 2.0.4 All All All

Application Openoffice Openoffice 2.2.1 All All All

Operating System Redhat Enterprise Linux 3.0 All as All

Operating System Redhat Enterprise Linux 3.0 All es All

Operating System Redhat Enterprise Linux 3.0 All ws All

Operating System Redhat Enterprise Linux 4.0 All as All

Operating System Redhat Enterprise Linux 4.0 All es All

Operating System Redhat Enterprise Linux 4.0 All ws All

Operating System Redhat Enterprise Linux 5.0 All client All

Operating System Redhat Enterprise Linux 3.0 All as All

Operating System Redhat Enterprise Linux 3.0 All es All

Operating System Redhat Enterprise Linux 3.0 All ws All

Operating System Redhat Enterprise Linux 4.0 All as All

Operating System Redhat Enterprise Linux 4.0 All es All

Operating System Redhat Enterprise Linux 4.0 All ws All

Operating System Redhat Enterprise Linux 5.0 All client All

Operating System Redhat Fedora Core 3 All All All

Operating System Redhat Fedora Core 3 All All All

Operating System Redhat Fedora Core 6 All All All

Operating System Redhat Fedora Core 6 All All All

Operating System Redhat Linux 3.0 All desktop All

Operating System Redhat Linux 4.0 All desktop All

Operating System Redhat Linux 3.0 All desktop All

Operating System Redhat Linux 4.0 All desktop All
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Operating System Redhat Linux 4.0 All desktop All

Application Sun Staroffice 6.0 All All All

Application Sun Staroffice 7.0 All All All

Application Sun Staroffice 8.0 All All All

Application Sun Staroffice 6.0 All All All

Application Sun Staroffice 7.0 All All All

Application Sun Staroffice 8.0 All All All

Application Sun Starsuite All All All All

Application Sun Starsuite All All All All

Operating System Ubuntu Ubuntu Linux 5.04 All amd64 All

Operating System Ubuntu Ubuntu Linux 5.04 All i386 All

Operating System Ubuntu Ubuntu Linux 5.04 All powerpc All

Operating System Ubuntu Ubuntu Linux 5.04 All amd64 All

Operating System Ubuntu Ubuntu Linux 5.04 All i386 All

Operating System Ubuntu Ubuntu Linux 5.04 All powerpc All
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CVE-2007-02834

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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