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Heap-based buffer overflow in the CAB unpacker in avast! Anti-Virus Managed Client before 4.7.700 allows user-assisted r

| 1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application

Application

Vendor Product Version Update Edition Language
Avast Avast Antivirus All All All All
Avast Avast Antivirus All All All All

References

Reference Source Link
'[Full-disclosure] n.runs-SA-2007.008 - Avast! Antivirus CAB parsing' - MARC FULLDISC  marc.info
avast! CAB and SIS File Processing Buffer Overflows - Advisories - Secunia SECUNIA secunia.com
avast! Managed Client Revision History CONFIRM www.avast.col
IBM X-Force Exchange XF exchange.xfor
36523 OSvVDB osvdb.org
SecurityFocus BUGTRAQ  www.securityfc
Avast! Managed Client CAB File Handling Remote Heap Overflow Vulnerability BID www.securityfc
Webmail- OVH VUPEN www.vupen.cc
avast! Buffer Overflow in Processing '.cab' Files Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK  www.securityti
CVE Program record CVE.ORG WWW.Cve.org
NVD vulnerability detail NVD nvd.nist.gov
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http://cve.report/vendor/avast
http://cve.report/software/avast/avast_antivirus
http://marc.info/?l=full-disclosure&m=118000321419384&w=2
http://secunia.com/advisories/25380
http://www.avast.com/eng/adnm-management-client-revision-history.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/34477
http://osvdb.org/36523
http://www.securityfocus.com/archive/1/469469/100/0/threaded
http://www.securityfocus.com/bid/24132
http://www.vupen.com/english/advisories/2007/1935
http://www.securitytracker.com/id?1018108
https://www.cve.org/CVERecord?id=CVE-2007-2845
https://nvd.nist.gov/vuln/detail/CVE-2007-2845

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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