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Summary

CVE CVE-2007-2863

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-06-06 21:30:00 UTC

Updated 2021-04-08 13:07:00 UTC

Description Stack-based buffer overflow in the Anti-Virus engine before content update 30.6 in multiple CA (formerly Computer Associates) products allows remote attackers to execute arbitrary code via a long filename in a .CAB file.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Broadcom Anti-virus For The Enterprise 8 All All All

Application Broadcom Brightstor Arcserve Backup 11.1 All All All

Application Broadcom Brightstor Arcserve Backup 11.5 All All All

Application Broadcom Brightstor Arcserve Backup 9.01 All All All

Application Broadcom Brightstor Enterprise Backup 10.5 All All All

Application Broadcom Common Services 1.0 All All All

Application Broadcom Common Services 1.1 All All All

Application Broadcom Common Services 2.0 All All All

Application Broadcom Common Services 2.1 All All All

Application Broadcom Common Services 2.2 All All All

Application Broadcom Common Services 3.0 All All All

Application Ca Anti-virus For The Enterprise 8 All All All

Application Ca Anti-virus For The Enterprise 8 All enterprise All

Application Ca Anti-virus For The Enterprise 8 All All All

Application Ca Anti-virus For The Enterprise 8 All enterprise All

Application Ca Brightstor Arcserve Backup 11 All windows All

Application Ca Brightstor Arcserve Backup 11.1 All All All
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Application Ca Brightstor Arcserve Backup 11.1 All All All

Application Ca Brightstor Arcserve Backup 11.5 All All All

Application Ca Brightstor Arcserve Backup 9.01 All All All

Application Ca Brightstor Arcserve Backup 11 All windows All

Application Ca Brightstor Arcserve Backup 11.1 All All All

Application Ca Brightstor Arcserve Backup 11.5 All All All

Application Ca Brightstor Arcserve Backup 9.01 All All All

Application Ca Brightstor Enterprise Backup 10.5 All All All

Application Ca Brightstor Enterprise Backup 10.5 All All All

Application Ca Common Services 1.0 All All All

Application Ca Common Services 1.1 All All All

Application Ca Common Services 2.0 All All All

Application Ca Common Services 2.1 All All All

Application Ca Common Services 2.2 All All All

Application Ca Common Services 3.0 All All All

Application Ca Common Services 1.0 All All All

Application Ca Common Services 1.1 All All All

Application Ca Common Services 2.0 All All All

Application Ca Common Services 2.1 All All All

Application Ca Common Services 2.2 All All All

Application Ca Common Services 3.0 All All All
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US-CERT Vulnerability Note VU#739409
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supportconnectw.ca.com/public/antivirus/infodocs/caantivirus-securitynotice.asp
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SecurityTracker.com Archives - CA Antivirus Stack Overflows in Processing Filenames and the 'coffFiles' Parameter in CAB Files Lets Remote Users Execute Arbitrary Code

CA Anti-Virus Engine CAB Archive Processing Buffer Overflows - Advisories - Secunia

Computer Associates Anti-Virus Engine Malformed CAB Filename Buffer Overflow Vulnerability
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Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

CA Multiple Product AV Engine CAB Filename PSO - CXSecurity.com
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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