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Multiple stack-based buffer overflows in the SOCKS proxy support (sockd) in Sun Java Web Proxy Server before 4.0.5 allo

| 1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application

Vendor Product Version Update Edition Language

Sun Java System Web Proxy Server All All All All

References

Reference Source
35841 OSVDB
Sun Java System Web Proxy Server SOCKS Module Buffer Overflows - Advisories - Secunia SECUNIA

Sun Java System Web Proxy Server Buffer Overflows in 'sockd' Let Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK

#201553: Security Vulnerabilities in the SOCKS Module of Sun Java System Web Proxy Server 4.0 SUNALERT
US-CERT Vulnerability Note VU#746889 CERT-VN
Sun Java Web Proxy Server Multiple Buffer Overflow Vulnerabilities BID
20070525 Sun Java System Web Proxy Multiple Buffer Overflow Vulnerabilities IDEFENSE
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
IBM X-Force Exchange XF

CVE Program record CVE.ORG
NVD vulnerability detail NVD

/

No vendor comments have been submitted for this CVE.
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http://www.securityfocus.com/bid/24165
http://labs.idefense.com/intelligence/vulnerabilities/display.php?id=536
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https://exchange.xforce.ibmcloud.com/vulnerabilities/34524
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There are currently no legacy QID mappings associated with this CVE.
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