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Summary

CVE CVE-2007-2895

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-05-30 01:30:00 UTC

Updated 2017-07-29 01:31:00 UTC

Description Buffer overflow in a certain ActiveX control in LTRDF14e.DLL 14.5.0.44 in LeadTools Raster Dialog File Object allows remote attackers to execute arbitrary code via a long Directory property value.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Lead Technologies Leadtools Raster Dialog File Object 14.5.0.44 All All All

Application Lead Technologies Leadtools Raster Dialog File Object 14.5.0.44 All All All

References

Reference

IBM X-Force Exchange

LEADTOOLS LEAD Raster Dialog File Object ActiveX Control Memory Corruption - Advisories - Secunia

shinnai.altervista.org

LeadTools Raster Dialog File Object LTRDF14E.DLL ActiveX Control Buffer Overflow Vulnerability

36035

shinnai.altervista.org

MoAxB - Month of ActiveX Bug: MoAxB #24: LeadTools Raster Dialog File Object (LTRDF14e.DLL v. 14.5.0.44) Remote Buffer Overflow Exploit

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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