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Summary

CVE CVE-2007-2925

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-07-24 17:30:00 UTC

Updated 2018-10-30 16:27:00 UTC

Description The default access control lists (ACL) in ISC BIND 9.4.0, 9.4.1, and 9.5.0a1 through 9.5.0a5 do not set the allow-recursion and allow-query-cache ACLs, which allows remote attackers to make recursive queries and query the cache.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Isc Bind 9.4.0 All All All

Application Isc Bind 9.4.1 All All All

Application Isc Bind 9.5.0 All All All

Application Isc Bind 9.4.0 All All All

Application Isc Bind 9.4.1 All All All

Application Isc Bind 9.5.0 All All All
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Nortel: Technical Support: Nortel Response to ISC:DNS:BIND 9 Vulnerabilities in Default ACL and Weak Query IDs CONFIRM

The Slackware Linux Project: Slackware Security Advisories SLACKWARE

Slackware update for bind - Advisories - Secunia SECUNIA

Webmail - OVH VUPEN

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Gentoo Linux Documentation -- BIND: Weak random number generation GENTOO

ISC has a new website | Internet Systems Consortium CONFIRM

OpenPKG Corporation: Security: Security Advisories OPENPKG
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ISC BIND 9 Default ACL Settings Recursive Queries And Cached Content Security Bypass Vulnerability BID

Gentoo update for bind - Advisories - Secunia SECUNIA

Nortel Products BIND Predictable DNS Query IDs Vulnerability - Advisories - Secunia SECUNIA

BIND Weak Default Access Control Lists Let Remote Users Make Recursive Queries or Query the Cache - SecurityTracker SECTRACK

Mandriva update for bind - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Advisories | Mandriva MANDRIVA

IBM X-Force Exchange XF

CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-07-26 Joshua Bressers Not vulnerable. This issu did not affect the versions of bind as shipped with Red Hat Enterprise Linux 2.1, 3, 4, or 5.

There are currently no legacy QID mappings associated with this CVE.
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