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Summary

CVE CVE-2007-2949

State PUBLIC

Assigner PSIRT-CNA@flexerasoftware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-07-04 15:30:00 UTC

Updated 2022-02-07 17:48:00 UTC

Description Integer overflow in the seek_to_and_unpack_pixeldata function in the psd.c plugin in Gimp 2.2.15 allows remote attackers to execute arbitrary code via a crafted PSD file that contains a large (1) width or (2) height value.

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 6.10 All All All

Operating System Canonical Ubuntu Linux 7.04 All All All

Application Gimp Gimp All All All All

Application The Gimp Team Gimp 1.2.5 All All All

Application The Gimp Team Gimp 2.2.10 All All All

Application The Gimp Team Gimp 2.2.11 All All All

Application The Gimp Team Gimp 2.2.12 All All All

Application The Gimp Team Gimp 2.2.14 All All All

Application The Gimp Team Gimp 2.2.15 All All All

Application The Gimp Team Gimp 2.2.4 All All All

Application The Gimp Team Gimp 2.2.6 All All All

Application The Gimp Team Gimp 2.2.8 All All All

Application The Gimp Team Gimp 1.2.5 All All All

Application The Gimp Team Gimp 2.2.10 All All All

Application The Gimp Team Gimp 2.2.11 All All All

Application The Gimp Team Gimp 2.2.12 All All All
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Application The Gimp Team Gimp 2.2.12 All All All

Application The Gimp Team Gimp 2.2.14 All All All

Application The Gimp Team Gimp 2.2.15 All All All

Application The Gimp Team Gimp 2.2.4 All All All

Application The Gimp Team Gimp 2.2.6 All All All

Application The Gimp Team Gimp 2.2.8 All All All

Operating System Ubuntu Ubuntu Linux 6.06_lts All amd64 All

Operating System Ubuntu Ubuntu Linux 6.06_lts All i386 All

Operating System Ubuntu Ubuntu Linux 6.06_lts All powerpc All

Operating System Ubuntu Ubuntu Linux 6.06_lts All sparc All

Operating System Ubuntu Ubuntu Linux 6.10 All amd64 All

Operating System Ubuntu Ubuntu Linux 6.10 All i386 All

Operating System Ubuntu Ubuntu Linux 6.10 All powerpc All

Operating System Ubuntu Ubuntu Linux 6.10 All sparc All

Operating System Ubuntu Ubuntu Linux 7.04 All amd64 All

Operating System Ubuntu Ubuntu Linux 7.04 All i386 All

Operating System Ubuntu Ubuntu Linux 7.04 All powerpc All

Operating System Ubuntu Ubuntu Linux 7.04 All sparc All

Operating System Ubuntu Ubuntu Linux 6.06_lts All amd64 All

Operating System Ubuntu Ubuntu Linux 6.06_lts All i386 All

Operating System Ubuntu Ubuntu Linux 6.06_lts All powerpc All

Operating System Ubuntu Ubuntu Linux 6.06_lts All sparc All

Operating System Ubuntu Ubuntu Linux 6.10 All amd64 All

Operating System Ubuntu Ubuntu Linux 6.10 All i386 All

Operating System Ubuntu Ubuntu Linux 6.10 All powerpc All

Operating System Ubuntu Ubuntu Linux 6.10 All sparc All

Operating System Ubuntu Ubuntu Linux 7.04 All amd64 All

Operating System Ubuntu Ubuntu Linux 7.04 All i386 All

Operating System Ubuntu Ubuntu Linux 7.04 All powerpc All

Operating System Ubuntu Ubuntu Linux 7.04 All sparc All
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Mandriva update for gimp - Advisories - Secunia SECUNIA secunia.com

GIMP: Multiple integer overflows — Gentoo Linux Documentation GENTOO security.gentoo.org

Gimp PSD Plugin Integer Overflow Vulnerability - Secunia Research - Secunia MISC secunia.com Patch, Vendor Advisory

US-CERT Vulnerability Note VU#399896 CERT-VN www.kb.cert.org US Government Resource

issues.foresightlinux.org/browse/FL-457 CONFIRM issues.foresightlinux.org

Debian -- Security Information -- DSA-1335-1 gimp DEBIAN www.debian.org

Ubuntu update for gimp - Advisories - Secunia SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

103170 SUNALERT sunsolve.sun.com

201320 SUNALERT sunsolve.sun.com
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Repository / Oval Repository OVAL oval.cisecurity.org

The Slackware Linux Project: Slackware Security Advisories SLACKWARE www.slackware.org

37804 OSVDB osvdb.org

Gimp Loader Plugins Integer Overflow Vulnerabilities - Advisories - Secunia SECUNIA secunia.com Patch, Vendor Advisory

Red Hat update for gimp - Advisories - Secunia SECUNIA secunia.com

issues.rpath.com/browse/RPL-1487 CONFIRM issues.rpath.com

Security Announcement SUSE www.novell.com

Sun Solaris Gimp Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

USN-480-1: Gimp vulnerability | Ubuntu UBUNTU www.ubuntu.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Webmail | OVH- OVH VUPEN www.vupen.com

svn.gnome.org/viewcvs/gimp CONFIRM svn.gnome.org

Gentoo update for gimp - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

rPath update for gimp - Advisories - Secunia SECUNIA secunia.com

Slackware update for gimp - Secunia.com SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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