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Summary

CVE CVE-2007-2967

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-05-31 23:30:00 UTC

Updated 2018-10-16 16:46:00 UTC

Description Multiple F-Secure anti-virus products for Microsoft Windows and Linux before 20070522 allow remote attackers to cause a denial of service (file scanning infinite loop) via certain crafted (1) ARJ archives or (2) FSG packed files.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application F-secure F-secure Anti-virus 2005 All All All

Application F-secure F-secure Anti-virus 2006 All All All

Application F-secure F-secure Anti-virus 2007 All All All

Application F-secure F-secure Anti-virus 2005 All All All

Application F-secure F-secure Anti-virus 2006 All All All

Application F-secure F-secure Anti-virus 2007 All All All

Application F-secure F-secure Anti-virus All All linux_gateways All

Application F-secure F-secure Anti-virus All All linux_servers All

Application F-secure F-secure Anti-virus All All windows_servers All

Application F-secure F-secure Anti-virus All All workstations All

Application F-secure F-secure Anti-virus All All citrix_servers All

Application F-secure F-secure Anti-virus All All mimesweeper All

Application F-secure F-secure Anti-virus All All ms_exchange All

Application F-secure F-secure Anti-virus Client Security All All All All

Application F-secure F-secure Anti-virus Linux Client Security All All All All

Application F-secure F-secure Anti-virus Linux Server Security All All All All

Application F-secure F-secure Internet Security 2005 All All All
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Application F-secure F-secure Internet Security 2005 All All All

Application F-secure F-secure Internet Security 2006 All All All

Application F-secure F-secure Internet Security 2007 All All All

Application F-secure F-secure Internet Security 2005 All All All

Application F-secure F-secure Internet Security 2006 All All All

Application F-secure F-secure Internet Security 2007 All All All

Application F-secure F-secure Protection Service All All consumers All

Application F-secure Internet Gatekeeper All All linux All

Application F-secure Internet Gatekeeper All All All All

References

Reference

SecurityFocus

SecurityTracker.com Archives - F-Secure Internet Gatekeeper Lets Remote Users Execute Arbitrary Code

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

36725

n.runs AG - Security Tools and Security Advisories

n.runs AG - Security Tools and Security Advisories

[Full-Disclosure] Mailing List Charter

[Full-Disclosure] Mailing List Charter

36726

F-Secure Security Bulletin FSC-2007-3

SecurityTracker.com Archives - F-Secure Internet Security Lets Remote Users Execute Arbitrary Code and Local Users Gain Elevated Privileges

IBM X-Force Exchange

F-Secure Packed Executable and Archive Scanning Denial of Service - Advisories - Secunia

SecurityFocus

SecurityTracker.com Archives - F-Secure Anti-Virus Lets Remote Users Execute Arbitrary Code and Local Users Gain Elevated Privileges

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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