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Summary

CVE CVE-2007-2972

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-06-01 01:30:00 UTC

Updated 2018-10-16 16:46:00 UTC

Description The file parsing engine in Avira Antivir Antivirus before 7.04.00.24 allows remote attackers to cause a denial of service (application crash) via a crafted UPX compressed file, which triggers a divide-by-zero error.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Avira Antivir All All All All

Application Avira Av Pack All All All All

References

Reference Source

Avira Antivir Multiple File Processing Vulnerabilities - Advisories - Secunia SECUNIA

'[Full-disclosure] n.runs-SA-2007.011 - Avira Antivir Antivirus UPX' - MARC FULLDISC

36710 OSVDB

SecurityFocus BUGTRAQ

SecurityTracker.com Archives - AntiVir Divide By Zero Error in Processing UPX Packed Files Lets Remote Users Deny Service SECTRACK

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Best 7 Best Internet Security Software in 2019 MISC

forum.antivir-pe.de/thread.php CONFIRM

IBM X-Force Exchange XF

Avira Antivir Antivirus Multiple Remote Vulnerabilities BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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