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Summary

CVE CVE-2007-2997

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-06-04 17:30:00 UTC

Updated 2023-11-07 02:00:00 UTC

Description ** DISPUTED ** Multiple SQL injection vulnerabilities in cgi-bin/reorder2.asp in SalesCart Shopping Cart allow remote attackers to execute arbitrary SQL commands via the password field and other unspecified vectors. NOTE: the vendor disputes this issue, stating "We were able to reproduce this sql injection on an old out-of-date demo on the website but not on the released product."

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Salescart Shopping Cart All All All All

Application Salescart Shopping Cart All All All All

References

Reference Source Link Tags

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

SecurityFocus BUGTRAQ www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com

CXSecurity - IDS SREASON securityreason.com

SecurityFocus BUGTRAQ www.securityfocus.com

40145 OSVDB osvdb.org

SalesCart Shopping Cart Reorder2.ASP Multiple SQL Injection Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

https://cve.report/
https://cve.report/CVE-2007-2997/mitre
https://cve.report/CVE-2007-2997/nist
https://cve.report/CVE-2007-2997/cve_org
https://cve.report/api/cve/CVE-2007-2997.json
https://cve.report/CVE-2007-2997.pdf
http://cve.report/vendor/salescart
http://cve.report/software/salescart/shopping_cart
http://cve.report/vendor/salescart
http://cve.report/software/salescart/shopping_cart
https://exchange.xforce.ibmcloud.com/vulnerabilities/34567
http://www.securityfocus.com/archive/1/469900/100/0/threaded
http://www.securityfocus.com/archive/1/471409/100/0/threaded
http://securityreason.com/securityalert/2758
http://www.securityfocus.com/archive/1/471415/100/0/threaded
http://osvdb.org/40145
http://www.securityfocus.com/bid/24226
https://www.cve.org/CVERecord?id=CVE-2007-2997
https://nvd.nist.gov/vuln/detail/CVE-2007-2997


ComCity LLC 2007-06-15 Michael Barber These tests preported to be discussed were reported falsely and were based upon an old unreleased flashy marketing created demonstration of the product and not using any &quot;officially&quot; released version of the software distributed to any customers. This information was explained with the reporting party and they chose to ignore it. ComCity has attempted to reproduce the reported issue using the SQL injection strings and a variety of other SQL injection strings and cannot reproduce the vulnerability on its currently released software. In addition, the version of the software preported to be affected by this technique is no longer sold or even supported by ComCity and was discontinued nearly a year ago and replaced with a ASP.NET version. However, we have attempted to reproduce this technique in this old, unsupported release of software that used ASP as well, and cannot reproduce it. It is difficult to combat all combinations of SQL Injections through simple sanitation so ComCity discontinued these older ASP based products nearly a year ago. ASP.NET is less susceptible to SQL Injection and we have informed our customers that the continued use of ASP in the current Internet security climate is unadvisable. We advise all customers to upgrade to the latest products. We welcome any report or finding that will help us improve or discover issues unknown to us. However, the code in question does santize SQL injections and this entire report is inaccurate and was used in conjunction with an extortion request by a 3rd party company solicitating its services.

There are currently no legacy QID mappings associated with this CVE.
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