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Summary

CVE CVE-2007-3007

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-06-04 17:30:00 UTC

Updated 2022-08-29 20:07:00 UTC

Description PHP 5 before 5.2.3 does not enforce the open_basedir or safe_mode restriction in certain cases, which allows context-dependent attackers to determine the existence of arbitrary files by checking if the readfile function returns a string. 

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php Php All All All All

Application Php Php 5.0 rc1 All All

Application Php Php 5.0 rc2 All All

Application Php Php 5.0 rc3 All All

Application Php Php 5.0.0 All All All

Application Php Php 5.0.0 beta1 All All

Application Php Php 5.0.0 beta2 All All

Application Php Php 5.0.0 beta3 All All

Application Php Php 5.0.0 beta4 All All

Application Php Php 5.0.0 rc1 All All

Application Php Php 5.0.0 rc2 All All

Application Php Php 5.0.0 rc3 All All

Application Php Php 5.0.1 All All All

Application Php Php 5.0.2 All All All

Application Php Php 5.0.3 All All All

Application Php Php 5.0.4 All All All

Application Php Php 5.0.5 All All All
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Application Php Php 5.0.5 All All All

Application Php Php 5.1.0 All All All

Application Php Php 5.1.1 All All All

Application Php Php 5.1.2 All All All

Application Php Php 5.1.3 All All All

Application Php Php 5.1.4 All All All

Application Php Php 5.1.5 All All All

Application Php Php 5.1.6 All All All

Application Php Php 5.2.0 All All All

Application Php Php 5.2.1 All All All

Application Php Php 5.2.2 All All All

Application Php Php 5.2.3 All All All

Application Php Php 5.0 rc1 All All

Application Php Php 5.0 rc2 All All

Application Php Php 5.0 rc3 All All

Application Php Php 5.0.0 All All All

Application Php Php 5.0.0 beta1 All All

Application Php Php 5.0.0 beta2 All All

Application Php Php 5.0.0 beta3 All All

Application Php Php 5.0.0 beta4 All All

Application Php Php 5.0.0 rc1 All All

Application Php Php 5.0.0 rc2 All All

Application Php Php 5.0.0 rc3 All All

Application Php Php 5.0.1 All All All

Application Php Php 5.0.2 All All All

Application Php Php 5.0.3 All All All

Application Php Php 5.0.4 All All All

Application Php Php 5.0.5 All All All

Application Php Php 5.1.0 All All All

Application Php Php 5.1.1 All All All

Application Php Php 5.1.2 All All All

Application Php Php 5.1.3 All All All

Application Php Php 5.1.4 All All All

Application Php Php 5.1.5 All All All

Application Php Php 5.1.6 All All All

Application Php Php 5.2.0 All All All
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Application Php Php 5.2.1 All All All

Application Php Php 5.2.2 All All All

Application Php Php 5.2.3 All All All

References

Reference Source Link Tags

[SECURITY] Fedora 7 Update: php-5.2.4-1.fc7 FEDORA www.redhat.com

PHP Bugs: #41492: open_basedir bypass via readfile() CONFIRM bugs.php.net

PHP: PHP 5.2.3 Release Announcement CONFIRM www.php.net

SUSE update for php4 and php5 - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

[security-announce] SUSE Security Announcement: php4,php5 (SUSE-SA:2007: SUSE lists.opensuse.org

Gentoo Linux Documentation -- PHP: Multiple vulnerabilities GENTOO www.gentoo.org

2007-0023 TRUSTIX www.trustix.org

36084 OSVDB osvdb.org

Gentoo update for php - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

PHP Integer Overflow Vulnerability and Security Bypass - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

Trustix Update for Multiple Packages - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

PHP Realpath() Safe_Mode and Open_Basedir Restriction Bypass Vulnerability BID www.securityfocus.com

Fedora update for php - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-06-07 Mark J Cox We do not consider these to be security issues. For more details see http://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=169857#c1 and http://www.php.net/security-note.php

There are currently no legacy QID mappings associated with this CVE.
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