
CVE-2007-3009
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2007-3009

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-06-04 17:30:00 UTC

Updated 2011-03-08 02:55:00 UTC

Description Format string vulnerability in the MprLogToFile::logEvent function in Mbedthis AppWeb 2.0.5-4, when the build supports logging but the configuration disables logging, allows remote attackers to cause a denial of service (daemon crash) via format string specifiers in the HTTP scheme, as demonstrated by a "GET %n://localhost:80/" request.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mbedthis Software Mbedthis Appweb Http Server 2.0.5-4 All All All

Application Mbedthis Software Mbedthis Appweb Http Server 2.0.5-4 All All All

References

Reference Source Link Tags

AppWeb Forum • View topic - Security vulnerability - DOS MISC www.appwebserver.org

35510 OSVDB www.osvdb.org

Mbedthis AppWeb URL Protocol Format String Vulnerability BID www.securityfocus.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Mbedthis AppWeb URL Protocol Format String Vulnerability - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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