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Summary

CVE CVE-2007-3010

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-09-18 21:17:00 UTC

Updated 2018-10-16 16:46:00 UTC

Description masterCGI in the Unified Maintenance Tool in Alcatel OmniPCX Enterprise Communication Server R7.1 and earlier allows remote attackers to execute arbitrary commands via shell metacharacters in the user parameter during a ping action.

Risk And Classification

EPSS: 0.940070000 probability, percentile 0.998930000 (date 2026-04-02)

CISA KEV: Listed on 2022-04-15; due 2022-05-06; ransomware use Unknown

Problem Types: CWE-20

CISA Known Exploited Vulnerability

Vendor Alcatel

Product OmniPCX Enterprise

Name Alcatel OmniPCX Enterprise Remote Code Execution Vulnerability

Required Action Apply updates per vendor instructions.

Notes https://nvd.nist.gov/vuln/detail/CVE-2007-3010

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Alcatel-lucent Omnipcx 7.1 All enterprise All

Application Alcatel-lucent Omnipcx 7.1 All enterprise All

References

Reference Source Link

40521 OSVDB osvdb.org

Alcatel-Lucent OmniPCX Enterprise Remote Command Execution Vulnerability BID www.securityfocus.com

RedTeam Pentesting GmbH - Alcatel-Lucent OmniPCX Remote Command Execution MISC www.redteam-pentesting.de

https://cve.report/
https://cve.report/CVE-2007-3010/mitre
https://cve.report/CVE-2007-3010/nist
https://cve.report/CVE-2007-3010/cve_org
https://cve.report/CVE-2007-3010.pdf
http://cve.report/vendor/alcatel-lucent
http://cve.report/software/alcatel-lucent/omnipcx
http://cve.report/vendor/alcatel-lucent
http://cve.report/software/alcatel-lucent/omnipcx
http://osvdb.org/40521
http://www.securityfocus.com/bid/25694
http://www.redteam-pentesting.de/advisories/rt-sa-2007-001.php


20070917 Alcatel-Lucent OmniPCX Remote Command Execution FULLDISC marc.info

Solutions | Nokia CONFIRM www1.alcatel-lucent.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

SecurityFocus BUGTRAQ www.securityfocus.com

OmniPCX Enterprise Unified Maintenance Tool Shell Command Injection - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

CISA Known Exploited Vulnerabilities catalog CISA www.cisa.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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