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CVE CVE-2007-3100
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2007-06-14 19:30:00 UTC
Updated 2017-10-11 01:32:00 UTC
Description usr/log.c in iscsid in open-iscsi (iscsi-initiator-utils) before 2.0-865 uses a semaphore with insecure permissions (world-writa

1|

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Operating System Redhat Enterprise Linux 5.0
Operating System Redhat Enterprise Linux 5.0
Operating System Redhat Enterprise Linux 5.0
Operating System Redhat Enterprise Linux 5.0
Application Redhat Open Iscsi All

Update
All
All
All
All

All

Edition
desktop
server
desktop
server

All

Language
All
All
All
All

All

References

Reference

500 Internal Server Error

SUSE Update for Multiple Packages - Advisories - Secunia

rhn.redhat.com | Red Hat Support

Debian -- Security Information -- DSA-1314-1 open-iscsi

37270

Debian update for open-iscsi - Advisories - Secunia

Security update for open-iscsi

SecurityTracker.com Archives - Open-iSCSI Lets Local Users Deny Service

Repository / Oval Repository

Source

CONFIRM

SECUNIA

REDHAT

DEBIAN

OSVDB

SECUNIA

CONFIRM

SECTRACK

OVAL

Link

svn.berlios.de
secunia.com
www.redhat.com
www.debian.org
osvdb.org
secunia.com
support.novell.com
www.securitytracker

oval.cisecurity.org
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Red Hat update for iscsi-initiator-utils - Advisories - Secunia SECUNIA

243719 — (CVE-2007-3099, CVE-2007-3100) CVE-2007-3099 dos flaws in open-iscsi (CVE-2007-3100) CONFIRM

Security Announcement SUSE
Open ISCSI Multiple Local Denial Of Service Vulnerabilities BID

IBM X-Force Exchange XF

SUSE update for open-iscsi - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA
CVE Program record CVE.ORG
NVD vulnerability detail NVD

/]

secunia.com
bugzilla.redhat.com
www.novell.com
www.securityfocus.c
exchange.xforce.ibn
secunia.com

www.cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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