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Summary

CVE CVE-2007-3102

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-10-18 20:17:00 UTC

Updated 2017-10-11 01:32:00 UTC

Description Unspecified vulnerability in the linux_audit_record_event function in OpenSSH 4.3p2, as used on Fedora Core 6 and possibly other systems, allows remote attackers to write arbitrary characters to an audit log via a crafted username. 

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedora Project Fedora Core 6 All All All

Operating System Fedora Project Fedora Core 6 All All All

Application Openbsd Openssh 4.3p2 All All All

Application Openbsd Openssh 4.3p2 All All All

References

Reference Source Link Tags

Support REDHAT www.redhat.com

Avaya Products pam Vulnerability and Security Issue - Advisories - Secunia SECUNIA secunia.com

39214 OSVDB osvdb.org

Red Hat update for openssh - Advisories - Secunia SECUNIA secunia.com

OpenSSH LINUX_AUDIT_RECORD_EVENT Remote Log Injection Weakness BID www.securityfocus.com

Bug 248059 – CVE-2007-3102 audit logging of failed logins MISC bugzilla.redhat.com

ASA-2007-527 (RHSA-2007-0703) CONFIRM support.avaya.com

Support REDHAT www.redhat.com

Avaya Products openssh Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

ASA-2007-526 (RHSA-2007-0737) CONFIRM support.avaya.com
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Red Hat update for pam - Advisories - Secunia SECUNIA secunia.com

Fedora update for openssh - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

Repository / Oval Repository OVAL oval.cisecurity.org

[SECURITY] Fedora Core 6 Update: openssh-4.3p2-25.fc6 FEDORA www.redhat.com

Support REDHAT www.redhat.com

Support REDHAT www.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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