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CVE CVE-2007-3108
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-08-08 01:17:00 UTC
Updated 2018-10-16 16:47:00 UTC
Description The BN_from_montgomery function in crypto/bn/bn_mont.c in OpenSSL 0.9.8e and earlier does not properly perform Mont:
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openssl Openssl All All All All
Reference

VUPEN Security - Offensive Cyber Security

rPath update for openssl - Advisories - Secunia

VMware ESXi OpenSSL Vulnerabilities - Advisories - Secunia
USN-522-1: openssl vulnerabilities | Ubuntu security notices
rhn.redhat.com | Red Hat Support

VU#724968 - RSA key reconstruction vulnerability
VMSA-2008-0001.1 - VMware

VMware ESX Server Multiple Security Updates - Advisories - Secunia
SecurityFocus

Security Advisories | Mandriva Linux

Debian -- Security Information -- DSA-1571-1 openssl|

rPath update for openssl - Advisories - Secunia

VMSA-2008-0013.3 - VMware



https://cve.report/
https://cve.report/CVE-2007-3108/mitre
https://cve.report/CVE-2007-3108/nist
https://cve.report/CVE-2007-3108/cve_org
https://cve.report/CVE-2007-3108.pdf
http://cve.report/vendor/openssl
http://cve.report/software/openssl/openssl
http://www.vupen.com/english/advisories/2008/2361
http://secunia.com/advisories/26411
http://secunia.com/advisories/31489
https://usn.ubuntu.com/522-1/
http://www.redhat.com/support/errata/RHSA-2007-0813.html
http://www.kb.cert.org/vuls/id/724968
http://www.vmware.com/security/advisories/VMSA-2008-0001.html
http://secunia.com/advisories/28368
http://www.securityfocus.com/archive/1/485936/100/0/threaded
http://www.mandriva.com/security/advisories?name=MDKSA-2007:193
http://www.debian.org/security/2008/dsa-1571
http://secunia.com/advisories/26893
http://www.vmware.com/security/advisories/VMSA-2008-0013.html

Repository / Oval Repository

[Security-announce] VMSA-2008-0001 Moderate OpenPegasus PAM Authentication Buffer Overflow and updated service console packages
issues.rpath.com/browse/RPL-1633

Webmail - OVH

Webmail - OVH

Mandriva update for openssl - Advisories - Secunia

ASA-2007-485 (RHSA-2007-0813)

issues.rpath.com/browse/RPL-1613

SecurityFocus

OpenSSL RSA key reconstruction vulnerability (CVE-2007-3108, VU#724968) | Blue Coat Systems, Inc.
Linux Terminal Server Project: Multiple vulnerabilities — Gentoo Linux Documentation
support.attachmate.com/techdocs/2374.html

Webmail - OVH

Red Hat update for openssl - Advisories - Secunia

Webmail - OVH

Blue Coat Products OpenSSL RSA Key Reconstruction Weakness - Advisories - Secunia

VMware updates for OpenSSL, net-snmp, and perl - Secunia Advisories - Vulnerability Intelligence - Secunia.com
/err404.html

Webmail - OVH

rhn.redhat.com | Red Hat Support

Avaya Products OpenSSL Vulnerabilities - Advisories - Secunia

OpenSSL: CVS Web Interface

SecurityFocus

Gentoo Itsp Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Gentoo update for openssl - Advisories - Secunia

Ubuntu update for openssl - Advisories - Secunia

Reflection for Secure IT Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
Gentoo Linux Documentation -- OpenSSL: Multiple vulnerabilities

Debian OpenSSL Predictable Random Number Generator and Update - Secunia Advisories - Vulnerability Information - Secunia.com
OpenSSL Montgomery Exponentiation Side-Channel Local Information Disclosure Vulnerability

Red Hat update for openssl - Advisories - Secunia

rhn.redhat.com | Red Hat Support

OpenSSL Information for VU#724968

CVE Program record

NVD vulnerability detail
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https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9984
http://lists.vmware.com/pipermail/security-announce/2008/000002.html
https://issues.rpath.com/browse/RPL-1633
http://www.vupen.com/english/advisories/2008/2396
http://www.vupen.com/english/advisories/2007/4010
http://secunia.com/advisories/27078
http://support.avaya.com/elmodocs2/security/ASA-2007-485.htm
https://issues.rpath.com/browse/RPL-1613
http://www.securityfocus.com/archive/1/476341/100/0/threaded
http://www.bluecoat.com/support/securityadvisories/advisory_openssl_rsa_key_reconstruction_vulnerability
http://www.gentoo.org/security/en/glsa/glsa-200805-07.xml
http://support.attachmate.com/techdocs/2374.html
http://www.vupen.com/english/advisories/2008/2362
http://secunia.com/advisories/27205
http://www.vupen.com/english/advisories/2008/0064
http://secunia.com/advisories/27770
http://secunia.com/advisories/31467
http://openssl.org/news/patch-CVE-2007-3108.txt
http://www.vupen.com/english/advisories/2007/2759
http://www.redhat.com/support/errata/RHSA-2007-0964.html
http://secunia.com/advisories/27870
http://cvs.openssl.org/chngview?cn=16275
http://www.securityfocus.com/archive/1/486859/100/0/threaded
http://secunia.com/advisories/30161
http://secunia.com/advisories/27097
http://secunia.com/advisories/27021
http://secunia.com/advisories/31531
http://security.gentoo.org/glsa/glsa-200710-06.xml
http://secunia.com/advisories/30220
http://www.securityfocus.com/bid/25163
http://secunia.com/advisories/27330
http://www.redhat.com/support/errata/RHSA-2007-1003.html
http://www.kb.cert.org/vuls/id/RGII-74KLP3
https://www.cve.org/CVERecord?id=CVE-2007-3108
https://nvd.nist.gov/vuln/detail/CVE-2007-3108

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-08-14 Mark J Cox  This paper describes a possible side-channel attack that hasn’t been proven outside of a lab en\
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Legacy QID Mappings

390284 Oracle Managed Virtualization (VM) Server for x86 Security Update for Open Secure Sockets Layer (OpenSSL) (OVMSA-2023-
0013)
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