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Summary

CVE CVE-2007-3113

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-06-07 21:30:00 UTC

Updated 2017-07-29 01:31:00 UTC

Description Cacti 0.8.6i, and possibly other versions, allows remote authenticated users to cause a denial of service (CPU consumption) via a large value of the (1) graph_height or (2) graph_width parameter, different vectors than CVE-2007-3112.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application The Cacti Group Cacti All All All All

References

Reference Source Link Tags

Cacti "graph_image.php" Denial of Service - Advisories - Secunia SECUNIA secunia.com Patch, Vendor Advisory

Cacti is prone to a denial of service | Mathieu Dessus MISC mdessus.free.fr

404 Not Found FEDORA fedoranews.org

Bug 243592 – CVE-2007-3112, CVE-2007-3113: cacti DoS vulnerabilities MISC bugzilla.redhat.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

svn.cacti.net/cgi-bin/viewcvs.cgi/branches/BRANCH_0_8_6/cacti/graph_image.php CONFIRM svn.cacti.net Patch

Fedora update for cacti - Advisories - Secunia SECUNIA secunia.com

37019 OSVDB osvdb.org

0000955: Possibility to create a denial of service by modifying graph image url - Mantis CONFIRM bugs.cacti.net

Advisories - Mandriva Linux MANDRIVA www.mandriva.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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https://cve.report/api/cve/CVE-2007-3113.json
https://cve.report/CVE-2007-3113.pdf
http://cve.report/vendor/the_cacti_group
http://cve.report/software/the_cacti_group/cacti
http://secunia.com/advisories/25557
http://mdessus.free.fr/?p=15
http://fedoranews.org/updates/FEDORA-2007-219.shtml
https://bugzilla.redhat.com/show_bug.cgi?id=243592
https://exchange.xforce.ibmcloud.com/vulnerabilities/34747
http://svn.cacti.net/cgi-bin/viewcvs.cgi/branches/BRANCH_0_8_6/cacti/graph_image.php?rev=3956&r1=3898&r2=3956
http://secunia.com/advisories/26872
http://osvdb.org/37019
http://bugs.cacti.net/view.php?id=955
http://www.mandriva.com/security/advisories?name=MDKSA-2007:184
https://www.cve.org/CVERecord?id=CVE-2007-3113
https://nvd.nist.gov/vuln/detail/CVE-2007-3113


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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