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Summary

CVE CVE-2007-3123

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-06-07 21:30:00 UTC

Updated 2026-04-23 00:35:47 UTC

Description unrar.c in libclamav in ClamAV before 0.90.3 and 0.91 before 0.91rc1 allows remote attackers to cause a denial of service (core dump) via a crafted RAR file with a modified vm_codesize value, which triggers a heap-based buffer overflow.

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:N/I:N/A:P

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:N/I:N/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Clam Anti-virus Clamav 0.90 All All All

Application Clam Anti-virus Clamav 0.90.1 All All All

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

None

Integrity

None

Availability

Partial
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Application Clam Anti-virus Clamav 0.90.1 All All All

Application Clam Anti-virus Clamav 0.90.2 All All All

Application Clam Anti-virus Clamav 0.90_rc1.1 All All All

Application Clam Anti-virus Clamav 0.90_rc2 All All All

Application Clam Anti-virus Clamav 0.90_rc3 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source Link

ClamAV: Multiple Denials of Service — Gentoo Linux Documentation af854a3a-2127-422b-91ae-364da2661108 security.gentoo.org

[Clamav-announce] announcing ClamAV 0.90.3 af854a3a-2127-422b-91ae-364da2661108 lurker.clamav.net

wwws.clamav.net/bugzilla/show_bug.cgi af854a3a-2127-422b-91ae-364da2661108 wwws.clamav.net

Debian update for clamav - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108 secunia.com

Kolab Server ClamAV Denial of Service - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108 secunia.com

404 Not Found af854a3a-2127-422b-91ae-364da2661108 kolab.org

Security Announcement af854a3a-2127-422b-91ae-364da2661108 www.novell.com

IBM X-Force Exchange af854a3a-2127-422b-91ae-364da2661108 exchange.xforce.ibmcloud.com

Debian -- Security Information -- DSA-1320-1 clamav af854a3a-2127-422b-91ae-364da2661108 www.debian.org

osvdb.org/35522 af854a3a-2127-422b-91ae-364da2661108 osvdb.org

Clam AntiVirus ClamAV RAR Handling Remote Denial Of Service Vulnerability af854a3a-2127-422b-91ae-364da2661108 www.securityfocus.com

svn.clamav.net/svn/clamav-devel/trunk/ChangeLog af854a3a-2127-422b-91ae-364da2661108 svn.clamav.net

Gentoo update for clamav - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108 secunia.com

SUSE update for clamav - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108 secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
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