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Description

/

CVE-2007-3156

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2007-06-11 22:30:00 UTC

2011-09-13 04:00:00 UTC

Risk And Classification

Multiple cross-site scripting (XSS) vulnerabilities in pam_login.cgi in Webmin before 1.350 and Usermin before 1.280 allow

1|

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type
Application

Application

Vendor Product Version Update Edition
Webmin Usermin All All All
Webmin Webmin All All All

Language
All

All

References

Reference Source
Advisories - Mandriva Linux MANDRIVA
Webmin CONFIRM
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
Gentoo Linux Documentation -- Webmin, Usermin: Cross-site scripting vulnerabilities GENTOO
Webmin / Usermin "pam_login.cgi" Cross-Site Scripting - Advisories - Secunia SECUNIA
36932 OSsvDB
Changes since Webmin version 1.340 CONFIRM
Gentoo update for webmin and usermin - Advisories - Secunia SECUNIA
Webmin Pam_Login.CGI Multiple Unspecified Cross-Site Scripting Vulnerabilities BID
Mandriva update for webmin - Secunia Advisories - Vulnerability Intelligence - Secunia.com  SECUNIA
CVE Program record CVE.ORG
NVD vulnerability detail NVD

Link
www.mandriva.com
www.webmin.com
www.vupen.com
security.gentoo.org
secunia.com
osvdb.org
www.webmin.com
secunia.com
www.securityfocus.com
secunia.com
WWW.CVe.org

nvd.nist.gov
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Patch

Vendo
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https://cve.report/CVE-2007-3156/mitre
https://cve.report/CVE-2007-3156/nist
https://cve.report/CVE-2007-3156/cve_org
https://cve.report/CVE-2007-3156.pdf
http://cve.report/vendor/webmin
http://cve.report/software/webmin/usermin
http://cve.report/vendor/webmin
http://cve.report/software/webmin/webmin
http://www.mandriva.com/security/advisories?name=MDKSA-2007:135
http://www.webmin.com/security.html
http://www.vupen.com/english/advisories/2007/2117
http://security.gentoo.org/glsa/glsa-200707-05.xml
http://secunia.com/advisories/25580
http://osvdb.org/36932
http://www.webmin.com/changes-1.350.html
http://secunia.com/advisories/25956
http://www.securityfocus.com/bid/24381
http://secunia.com/advisories/25785
https://www.cve.org/CVERecord?id=CVE-2007-3156
https://nvd.nist.gov/vuln/detail/CVE-2007-3156
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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