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Summary

CVE CVE-2007-3164

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-06-11 22:30:00 UTC

Updated 2021-07-23 15:05:00 UTC

Description Microsoft Internet Explorer 7, when prompting for HTTP Basic Authentication for an IDN web site, uses ACE labels for the domain name in the status bar, but uses internationalized labels for this name in the authentication dialog, which might allow remote attackers to perform phishing attacks if the user misinterprets confusable characters in the internationalized labels, as demonstrated by displaying xn--theshmogroup-bgk.com only in the status bar.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Ie 7.0 All All All

Application Microsoft Ie 7.0 All All All

Application Microsoft Internet Explorer 7.0 All All All

References

Reference Source Link

Microsoft Internet Explorer 7 HTTP Authentication International Domain Name Spoofing Weakness BID www.securityfocus.com

Microsoft Internet Explorer 7 HTTP Basic Authentication IDN Spoofing - Advisories - Secunia SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

36142 OSVDB osvdb.org

ha.ckers.org web application security lab - Archive » Cross Domain Basic Auth Phishing Tactics MISC ha.ckers.org

Cross Domain Basic Auth Phishing Tactics - Alex' blog MISC www.bitsploit.de

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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