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Summary

CVE CVE-2007-3209

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-06-14 19:30:00 UTC

Updated 2017-07-29 01:32:00 UTC

Description Mail Notification 4.0, when WITH_SSL is set to 0 at compile time, uses unencrypted connections for accounts configured with SSL/TLS, which allows remote attackers to obtain sensitive information by sniffing the network.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nongnu Mail Notification 4.0 All All All

Application Nongnu Mail Notification 4.0 All All All

References

Reference

Mail Notification "WITH_SSL" Plaintext Password Security Issue - Advisories - Secunia

#428157 - [CVE-2007-3209] Silently falls back to unencrypted connection: password sent in cleartext - Debian Bug report logs

IBM X-Force Exchange

Mail Notification, A mail notification for freedesktop.org-compliant system trays - Bugs: bug #20131, Sends passwords in cleartext when... [Savannah]

37205

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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