=

VE-2007-321

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2007-3215
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-06-14 22:30:00 UTC
Updated 2018-10-16 16:47:00 UTC
Description PHPMailer 1.7, when configured to use sendmail, allows remote attackers to execute arbitrary shell commands via shell me

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Phpmailer Phpmailer 1.7 All All All
Application Phpmailer Phpmailer 1.7.1 All All All
Application Phpmailer Phpmailer 1.7.2 All All All
Application Phpmailer Phpmailer 1.7.3 All All All
Application Phpmailer Phpmailer 1.73 All All All
Application Phpmailer Phpmailer 1.7 All All All
Application Phpmailer Phpmailer 1.71 All All All
Application Phpmailer Phpmailer 1.7.2 All All All
Application Phpmailer Phpmailer 1.7.3 All All All
Application Phpmailer Phpmailer 1.73 All All All
Reference Source Link

IBM X-Force Exchange XF exchange.xforce.ibmcloud.c
SourceForge.net: PHPMailer: Detail: 1734811 - popen command execution MISC sourceforge.net
37206 OSVDB osvdb.org
Knowledgeroot Knowledgebase PHPMailer "Sender" Command Execution - Advisories - Secunia SECUNIA  secunia.com
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Full Disclosure: vTiger CRM 5.2.x <= Remote Code Execution Vulnerability FULLDISC

PHPMailer Remote Shell Command Execution Vulnerability BID
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
yehg.net/lab/prOjs/advisories/%5BvTiger_5.2.1%5D_rce MISC
Debian update for libphp-phpmailer - Advisories - Secunia SECUNIA
SecurityReason - PHPMailer command execution SREASON
76139 OSVDB
SourceForge.net: Files CONFIRM
Debian -- Security Information -- DSA-1315-1 libphp-phpmailer DEBIAN
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
SecurityFocus BUGTRAQ
Larholm.com - Me, myself and | » PHPMailer Oday remote command execution MISC
PHPMailer "Sender" Arbitrary Command Execution - Advisories - Secunia SECUNIA
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

997088 PHP (Composer) Security Update for phpmailer/phpmailer (GHSA-6h78-85v2-mmch)

997089 PHP (Composer) Security Update for phpmailer/phpmailer (GHSA-8jc3-5p29-qgjx)
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