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Summary

CVE CVE-2007-3227

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-06-14 23:30:00 UTC

Updated 2019-08-08 14:33:00 UTC

Description Cross-site scripting (XSS) vulnerability in the to_json (ActiveRecord::Base#to_json) function in Ruby on Rails before edge 9606 allows remote attackers to inject arbitrary web script via the input values.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Rubyonrails Rails 1.1.5 All All All

Application Rubyonrails Rails 1.1.5 All All All

References

Reference Source Link Tags

pastie.caboo.se/65550.txt CONFIRM pastie.caboo.se

Ruby on Rails Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

Ruby on Rails To_JSON Script Injection Vulnerability BID www.securityfocus.com Exploit

Riding Rails: Rails 1.2.5: Security and maintenance release CONFIRM weblog.rubyonrails.org

SUSE Update for Multiple Packages - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Vendor Advisory

Gentoo Bug 195315 - dev-ruby/rails <1.2.5 Multiple vulnerabilities (CVE-2007-{3227,5379,5380}) CONFIRM bugs.gentoo.org

36378 OSVDB osvdb.org

#8371 (to_json cross site scripting security issue (XSS)) - Rails Trac - Trac CONFIRM dev.rubyonrails.org

Gentoo update for rails - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

Gentoo Linux Documentation -- Ruby on Rails: Multiple vulnerabilities GENTOO security.gentoo.org

Security Announcement SUSE www.novell.com
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Riding Rails: Rails 1.2.4: Maintenance release CONFIRM weblog.rubyonrails.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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