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Summary

CVE CVE-2007-3257

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-06-19 16:30:00 UTC

Updated 2018-10-16 16:48:00 UTC

Description Camel (camel-imap-folder.c) in the mailer component for Evolution Data Server 1.11 allows remote IMAP servers to execute arbitrary code via a negative SEQUENCE value in GData, which is used as an array index.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnome Evolution 1.11 All All All

Application Gnome Evolution 1.11 All All All

References

Reference Source Link

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Advisories - Mandriva Linux MANDRIVA www.mandriva.com

Red Hat update for evolution - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

20070602-01-P SGI patches.sgi.com

SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia SECUNIA secunia.com

Security Announcement SUSE www.novell.com

Bug 447414 – Security bug in Camel's IMAP provider MISC bugzilla.gnome.org

USN-475-1: evolution-data-server vulnerability | Ubuntu UBUNTU www.ubuntu.com

Gentoo Linux Documentation -- Evolution: User-assisted remote execution of arbitrary code GENTOO www.gentoo.org

GNOME Evolution GData SEQUENCE Values Permit Remote Code Execution - SecurityTracker SECTRACK www.securitytracker.com

Debian update for evolution-data-server - Advisories - Secunia SECUNIA secunia.com

Gnome Evolution Data Server Array Index Memory Access Vulnerability BID www.securityfocus.com
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ftp://patches.sgi.com/support/free/security/advisories/20070602-01-P.asc
http://secunia.com/advisories/25894
http://www.novell.com/linux/security/advisories/2007_42_evolution.html
http://bugzilla.gnome.org/show_bug.cgi?id=447414
http://www.ubuntu.com/usn/usn-475-1
http://www.gentoo.org/security/en/glsa/glsa-200707-03.xml
http://www.securitytracker.com/id?1018284
http://secunia.com/advisories/25765
http://www.securityfocus.com/bid/24567


Support REDHAT www.redhat.com

Debian update for evolution - Advisories - Secunia SECUNIA secunia.com

SUSE update for evolution and evolution-data-server - Advisories - Secunia SECUNIA secunia.com

SecurityFocus BUGTRAQ www.securityfocus.com

Repository / Oval Repository OVAL oval.cisecurity.org

Security Announcement SUSE www.novell.com

rPath update for evolution-data-server - Advisories - Secunia SECUNIA secunia.com

Gentoo Linux Documentation -- Evolution: User-assisted remote execution of arbitrary code GENTOO security.gentoo.org

Ubuntu update for evolution-data-server - Advisories - Secunia SECUNIA secunia.com

SUSE Update for Multiple Packages - Advisories - Secunia SECUNIA secunia.com

Gentoo update for evolution-data-server - Advisories - Secunia SECUNIA secunia.com

Mandriva update for evolution - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

[Evolution-hackers] Evolution 2.11.4 , Evolution-Data-Server 1.11.4 , Gt MLIST mail.gnome.org

Debian -- Security Information -- DSA-1325-1 evolution DEBIAN www.debian.org

Red Hat update for evolution-data-server - Advisories - Secunia SECUNIA secunia.com

Debian -- Security Information -- DSA-1321-1 evolution-data-server DEBIAN www.debian.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Support REDHAT www.redhat.com

37489 OSVDB osvdb.org

Evolution "SEQUENCE" Array Indexing Vulnerability - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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