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AVNACUAUNCNINAC Certain versions of Office from Microsoft contain the following

vulnerability:
&
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CVE-2007-3282 has been assigned by [J] cve@mitre.org to track the vulnerability

Buffer overflow in the Microsoft Office MSODataSourceControl ActiveX
object allows remote attackers to cause a denial of service (crash) and
possibly execute arbitrary code via a long argument to the
DeleteRecordSourcelfUnused method.

CVSS2 Score: 7.8-HIGH

Access Access Authentication
Vector Complexity
Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact
[NONE_ [ NON |
CVE References
Description Tags Link
IBM X-Force Exchange € XF office-
msodatasourcecontrol-
bo(34849)
(@ OSVDB 38471
SecurityTracker: Microsoft Office Buffer Overflow in MSODataSourceControl ) SECTRACK
ActiveX Control May Let Remote Users Execute Arbitrary Code 1018251
Microsoft Office - MSODataSourceControl COM-object Buffer Overflow (PoC) - w» EXPLOIT-DB 4067
Windows dos Exploit
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
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https://cve.report/
https://cve.report/CVE-2007-3282/mitre
https://cve.report/CVE-2007-3282/nist
https://cve.report/CVE-2007-3282/cve_org
https://cve.report/CVE-2007-3282.pdf
http://cve.report/software/microsoft/office
http://cve.report/vendor/microsoft
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://exchange.xforce.ibmcloud.com/vulnerabilities/34849
http://osvdb.org/38471
http://www.securitytracker.com/id?1018251
https://www.exploit-db.com/exploits/4067
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type

Application
Application
Application

Application

cpe:2.3:a:microsoft:office

cpe:2.3:a:microsoft:office

cpe:2.3:a:microsoft:office_msodatasourcecontrol_activex

cpe:2.3:a:microsoft:office_msodatasourcecontrol_activex

Vendor

Microsoft

Microsoft

Microsoft

Microsoft

Product

Office

Office

Office Msodatasourcecontrol Activex

Office Msodatasourcecontrol Activex
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No vendor comments have been submitted for this CVE
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Version

All

All

All

All

Update
All
All
All

All

Edition

All

All

All

All

Language
All
All
All
All
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site. This site includes MITRE data granted under the following license.
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