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Mozilla Firefox before 2.0.0.5, when run on Windows, allows remote attackers to bypass file type checks and possibly execi

] 1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Microsoft Windows All All All All
Microsoft Windows All All All All
Mozilla Firefox 0.10 All All All
Mozilla Firefox 0.10.1 All All All
Mozilla Firefox 0.8 All All All
Mozilla Firefox 0.9 All All All
Mozilla Firefox 0.9.1 All All All
Mozilla Firefox 0.9.2 All All All
Mozilla Firefox 0.9.3 All All All
Mozilla Firefox 1.0 All All All
Mozilla Firefox 1.0.1 All All All
Mozilla Firefox 1.0.2 All All All
Mozilla Firefox 1.0.3 All All All
Mozilla Firefox 1.0.4 All All All
Mozilla Firefox 1.0.5 All All All
Mozilla Firefox 1.0.6 All All All
Mozilla Firefox 1.0.7 All All All
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Application Mozilla Firefox 2.0.0.3 All All All

Application Mozilla Firefox All All All All
Reference
Webmail - OVH

Slackware update for thunderbird - Advisories - Secunia

ftp.slackware.com/pub/slackware/slackware-12.0/Changelog.txt

SUSE update for MozillaFirefox, MozillaThunderbird, and Seamonkey - Advisories - Secunia

MFSA 2007-22: File type confusion due to %00 in name

SUSE update for MozillaFirefox - Advisories - Secunia

38032

Sun Solaris Firefox / Thunderbird Multiple Vulnerabilities - Advisories - Secunia

Ubuntu update for firefox - Advisories - Secunia

HPSBUX02153 SSRT061181 rev.7 - HP-UX Running Firefox, Remote Unauthorized Access or Elevation of Privileges or Denial of Service (D¢
Slackware update for firefox - Advisories - Secunia

SecurityTracker.com Archives - Mozilla Firefox May Interpret Local Files Differently Than the Underlying Operating System

Mozilla Firefox URLBar Null Byte File Remote Code Execution Vulnerability

Mandriva update for mozilla-firefox - Advisories - Secunia

Security Announcement

Bug 383478 — File type confusion vulnerability due to null bytes in URL (encoded as %00)

USN-490-1: Firefox vulnerabilities | Ubuntu

Security update for MozillaFirefox

Advisories | Mandriva

#201516: Multiple Security Vulnerabilities in Firefox and Thunderbird for Solaris 10 May Allow Execution of Arbitrary Code and Access to Unai
#201516: Multiple Security Vulnerabilities in Firefox and Thunderbird for Solaris 10 May Allow Execution of Arbitrary Code and Access to Unai
H Tech Blog | Hack and Evolve Faster with the Common Techniques

CVE Program record

NVD vulnerability detail

/]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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