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Apache httpd 2.0.59 and 2.2.4, with the Prefork MPM module, allows local users to cause a denial of service via certain coc

Risk And Classification
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Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)
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Application
Application

Application

Application

References

Vendor
Apache
Apache
Apache

Apache

Product

Http Server
Http Server
Http Server

Http Server

Version

2.0.59

Update
All
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All
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Edition

All

All

All

All

Language
All
All
All

All

Reference

SecurityFocus

37050

SecurityFocus
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NVD vulnerability detail

security.psnc.pl/files/apache_report.pdf

SecurityReason - Apache Prefork MPM vulnerabilities - Report

Apache HTTP Server Worker Process Multiple Denial of Service Vulnerabilities
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www.securityfocus.com
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https://cve.report/
https://cve.report/CVE-2007-3303/mitre
https://cve.report/CVE-2007-3303/nist
https://cve.report/CVE-2007-3303/cve_org
https://cve.report/api/cve/CVE-2007-3303.json
https://cve.report/CVE-2007-3303.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://www.securityfocus.com/archive/1/469899/100/0/threaded
http://securityreason.com/securityalert/2814
http://www.securityfocus.com/bid/24215
http://osvdb.org/37050
http://www.securityfocus.com/archive/1/471832/100/0/threaded
http://security.psnc.pl/files/apache_report.pdf
https://www.cve.org/CVERecord?id=CVE-2007-3303
https://nvd.nist.gov/vuln/detail/CVE-2007-3303

Organization Published Contributor Statement

Apache 2008-07-02 Mark J Cox  In the security model used by Apache httpd, the less-privileged child processes completely hanc
Red Hat 2007-06-26 Mark J Cox  Not a vulnerability. In the security model used by Apache httpd, the less-privileged child process
4] | l

There are currently no legacy QID mappings associated with this CVE.
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