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Summary

CVE CVE-2007-3334

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-06-21 22:30:00 UTC

Updated 2017-07-29 01:32:00 UTC

Description Multiple heap-based buffer overflows in the (1) Communications Server (iigcc.exe) and (2) Data Access Server (iigcd.exe) components for Ingres Database Server 3.0.3, as used in CA (Computer Associates) products including eTrust Secure Content Manager r8 on Windows, allow remote attackers to execute arbitrary code via unknown vectors.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ca Etrust Secure Content Manager 8.0 All All All

Application Ca Etrust Secure Content Manager 8.0 All All All

Application Ingres Database Server 3.0.3 All All All

Application Ingres Database Server 3.0.3 All All All

Operating System Microsoft All Windows All All All All

Operating System Microsoft All Windows All All All All

References

Reference Source Link

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Ingres Database Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

20070621 Ingres Database Multiple Heap Corruption Vulnerabilities IDEFENSE labs.idefense.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

37488 OSVDB osvdb.org

Ingres Database Heap Overflows Let Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK www.securitytracker.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

CA Products That Embed Ingres Multiple Vulnerabilities - CA CONFIRM www.ca.com
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https://cve.report/CVE-2007-3334/mitre
https://cve.report/CVE-2007-3334/nist
https://cve.report/CVE-2007-3334/cve_org
https://cve.report/CVE-2007-3334.pdf
http://cve.report/vendor/ca
http://cve.report/software/ca/etrust_secure_content_manager
http://cve.report/vendor/ca
http://cve.report/software/ca/etrust_secure_content_manager
http://cve.report/vendor/ingres
http://cve.report/software/ingres/database_server
http://cve.report/vendor/ingres
http://cve.report/software/ingres/database_server
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/all_windows
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/all_windows
https://exchange.xforce.ibmcloud.com/vulnerabilities/34992
http://secunia.com/advisories/25756
http://labs.idefense.com/intelligence/vulnerabilities/display.php?id=546
https://exchange.xforce.ibmcloud.com/vulnerabilities/35002
http://osvdb.org/37488
http://www.securitytracker.com/id?1018278
http://www.vupen.com/english/advisories/2007/2288
http://www.ca.com/us/securityadvisor/newsinfo/collateral.aspx?cid=145778


Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

37487 OSVDB osvdb.org

CA Products Ingres Database Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

supportconnectw.ca.com/public/ca_common_docs/ingresvuln_letter.asp CONFIRM supportconnectw.ca.com

Ingress Database Server Multiple Remote Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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