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Summary

CVE CVE-2007-3337

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-06-22 18:30:00 UTC

Updated 2018-10-16 16:48:00 UTC

Description wakeup in Ingres database server 2006 9.0.4, r3, 2.6, and 2.5, as used in multiple CA (Computer Associates) products, allows local users to truncate arbitrary files via a symlink attack on the alarmwkp.def file.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ingres Database Server 2.5 All All All

Application Ingres Database Server 2.6 All All All

Application Ingres Database Server 9.0.4 All All All

Application Ingres Database Server r3 All All All

Application Ingres Database Server 2.5 All All All

Application Ingres Database Server 2.6 All All All

Application Ingres Database Server 9.0.4 All All All

Application Ingres Database Server r3 All All All

References

Reference Source Link Tags

Ingres Database Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

Advisories - Research - Next Generation Security Software MISC www.ngssoftware.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

SecurityFocus BUGTRAQ www.securityfocus.com

37485 OSVDB osvdb.org

CA Products That Embed Ingres Multiple Vulnerabilities - CA CONFIRM www.ca.com
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http://cve.report/vendor/ingres
http://cve.report/software/ingres/database_server
http://secunia.com/advisories/25756
http://www.ngssoftware.com/advisories/medium-risk-vulnerability-in-ingres-file-truncation/
http://www.vupen.com/english/advisories/2007/2288
http://www.securityfocus.com/archive/1/472200/100/0/threaded
http://osvdb.org/37485
http://www.ca.com/us/securityadvisor/newsinfo/collateral.aspx?cid=145778


Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

CA Products Ingres Database Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

supportconnectw.ca.com/public/ca_common_docs/ingresvuln_letter.asp CONFIRM supportconnectw.ca.com Patch

Ingres database server alarmwkp.def arbitrary code execution vulnerability - CA CONFIRM www.ca.com

Ingress Database Server Multiple Remote Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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