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Summary

CVE CVE-2007-3362

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-06-22 18:30:00 UTC

Updated 2023-11-07 02:00:00 UTC

Description ageet AGEphone before 1.6.2, running on Windows Mobile 5 on the HTC HyTN Pocket PC device, allows remote attackers to (1) cause a denial of service (call disruption and device hang) via a SIP message with a malformed header and (2) cause a denial of service (call disruption, false ring indication, and device outage) via a SIP message with a malformed SDP delimiter.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ageet Agephone All All All All

Hardware Htc Hytn All All All All

Hardware Htc Hytn All All All All

Operating System Microsoft Windows Mobile 5.0 All All All

Operating System Microsoft Windows Mobile 5.0 All All All

References

Reference Source Link

Sipera.com MISC www.sipera.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Error 404-NotBranded occurred CONFIRM www.ageet.com

AGEPhone SIP Soft Phone Malformed Delimiter Denial of Service Vulnerability BID www.securityfocus.com

Sipera.com www.sipera.com

Security Advisory SA25781 - AGEphone SIP Message Handling Multiple Vulnerabilities - Secunia SECUNIA secunia.com

www.sipera.com/index.php www.sipera.com

www.sipera.com/index.php MISC www.sipera.com

AGEPhone SIP Soft Phone Message Parsing Denial of Service Vulnerability BID www.securityfocus.com
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37729 OSVDB osvdb.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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