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CVE CVE-2007-3372
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/

Published 2007-06-22 21:30:00 UTC
Updated 2018-10-16 16:48:00 UTC
Description The Avahi daemon in Avahi before 0.6.20 allows attackers to cause a denial of service (exit) via empty TXT data over D-Bu

| 1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Avahi Avahi All All

All

Edition Language

All

References

Reference

Avahi Can Be Crashed By Local Users Sending Empty TXT Data - SecurityTracker
USN-696-1: Avahi vulnerabilities | Ubuntu

Avahi Empty TXT Data Denial of Service - Advisories - Secunia

404 Not Found

SecurityFocus

Ubuntu update for avahi - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Webmail - OVH

IBM X-Force Exchange

Security Announcement

Avahi Empty TXT Data Denial Of Service Vulnerability

Mandriva update for avahi - Advisories - Secunia

Debian -- Security Information -- DSA-1690-1 avahi

SUSE Update for Multiple Packages - Advisories - Secunia

Source

SECTRACK

UBUNTU

SECUNIA

CONFIRM

BUGTRAQ

SECUNIA

VUPEN

XF

SUSE

BID

SECUNIA

DEBIAN

SECUNIA

Link Tag
www.securitytracker.com
www.ubuntu.com

secunia.com

avabhi.org
www.securityfocus.com
secunia.com

www.vupen.com
exchange.xforce.ibmcloud.com
www.novell.com
www.securityfocus.com
secunia.com

www.debian.org

secunia.com


https://cve.report/
https://cve.report/CVE-2007-3372/mitre
https://cve.report/CVE-2007-3372/nist
https://cve.report/CVE-2007-3372/cve_org
https://cve.report/CVE-2007-3372.pdf
http://cve.report/vendor/avahi
http://cve.report/software/avahi/avahi
http://www.securitytracker.com/id?1018706
http://www.ubuntu.com/usn/usn-696-1
http://secunia.com/advisories/25811
http://avahi.org/changeset/1482
http://www.securityfocus.com/archive/1/472443/100/0/threaded
http://secunia.com/advisories/33220
http://www.vupen.com/english/advisories/2007/2317
https://exchange.xforce.ibmcloud.com/vulnerabilities/35036
http://www.novell.com/linux/security/advisories/2007_14_sr.html
http://www.securityfocus.com/bid/24614
http://secunia.com/advisories/26791
http://www.debian.org/security/2008/dsa-1690
http://secunia.com/advisories/26083

Milestone Avahi 0.6.20 - Avahi - Trac CONFIRM avahi.org Pat

Debian update for avahi - Secunia.com SECUNIA secunia.com

Advisories - Mandriva Linux MANDRIVA  www.mandriva.com

37507 OSvDB osvdb.org

CVE Program record CVE.ORG WWWw.cve.org car
NVD vulnerability detail NVD nvd.nist.gov car
a G|

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-01-08 Mark J Cox  Not vulnerable. This issue did not affect the versions of avahi as shipped with Red Hat Enterpris

1]

There are currently no legacy QID mappings associated with this CVE.
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http://secunia.com/advisories/33279
http://www.mandriva.com/security/advisories?name=MDKSA-2007:185
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