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Summary

CVE CVE-2007-3375

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-06-25 20:30:00 UTC

Updated 2017-07-29 01:32:00 UTC

Description Stack-based buffer overflow in Lhaca File Archiver before 1.21 allows user-assisted remote attackers to execute arbitrary code via a crafted LZH archive, as exploited by malware such as Trojan.Lhdropper.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Lhaca File Archiver All All All All

References

Reference Source Link Tags

Lhaca LZH Archive Processing Unspecified Code Execution - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Symantec Security Response Weblog: Beware of LZH MISC www.symantec.com

Trojan.Lhdropper - Symantec.com MISC www.symantec.com

Lhaca File Archiver Unspecified Stack Buffer Overflow Vulnerability BID www.securityfocus.com

[vuln.sg] Lhaca LHA Extended Header Handling Buffer Overflow Vulnerability MISC vuln.sg

US-CERT Vulnerability Note VU#871497 CERT-VN www.kb.cert.org US Government Resource

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-07-10 Mark J Cox Not vulnerable, Red Hat do not ship the Lhaca file archiver. Note that an identical flaw was found affecting the lha file archiver in 2004, CVE-2004-0234. This issue was corrected by security update RHSA-2004:178 for Red Hat Enterprise Linux 2.1 and 3. Red Hat Enterprise Linux 4 was not vulnerable as it contained a backported patch to correct this issue from release. http://rhn.redhat.com/errata/RHSA-2004-178.html
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http://www.securityfocus.com/bid/24604
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There are currently no legacy QID mappings associated with this CVE.
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