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Summary

CVE CVE-2007-3382

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-08-14 22:17:00 UTC

Updated 2023-11-07 02:00:00 UTC

Description Apache Tomcat 6.0.0 to 6.0.13, 5.5.0 to 5.5.24, 5.0.0 to 5.0.30, 4.1.0 to 4.1.36, and 3.3 to 3.3.2 treats single quotes ("'") as delimiters in cookies, which might cause sensitive information such as session IDs to be leaked and allow remote attackers to conduct session hijacking attacks.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Tomcat 3.3 All All All

Application Apache Tomcat 3.3.1 All All All

Application Apache Tomcat 3.3.1a All All All

Application Apache Tomcat 3.3.2 All All All

Application Apache Tomcat 4.1.0 All All All

Application Apache Tomcat 4.1.1 All All All

Application Apache Tomcat 4.1.10 All All All

Application Apache Tomcat 4.1.15 All All All

Application Apache Tomcat 4.1.2 All All All

Application Apache Tomcat 4.1.24 All All All

Application Apache Tomcat 4.1.28 All All All

Application Apache Tomcat 4.1.3 All All All

Application Apache Tomcat 4.1.3 beta All All

Application Apache Tomcat 4.1.31 All All All

Application Apache Tomcat 4.1.36 All All All

Application Apache Tomcat 4.1.9 beta All All

Application Apache Tomcat 5.0.0 All All All
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Application Apache Tomcat 5.0.0 All All All

Application Apache Tomcat 5.0.1 All All All

Application Apache Tomcat 5.0.10 All All All

Application Apache Tomcat 5.0.11 All All All

Application Apache Tomcat 5.0.12 All All All

Application Apache Tomcat 5.0.13 All All All

Application Apache Tomcat 5.0.14 All All All

Application Apache Tomcat 5.0.15 All All All

Application Apache Tomcat 5.0.16 All All All

Application Apache Tomcat 5.0.17 All All All

Application Apache Tomcat 5.0.18 All All All

Application Apache Tomcat 5.0.19 All All All

Application Apache Tomcat 5.0.2 All All All

Application Apache Tomcat 5.0.21 All All All

Application Apache Tomcat 5.0.22 All All All

Application Apache Tomcat 5.0.23 All All All

Application Apache Tomcat 5.0.24 All All All

Application Apache Tomcat 5.0.25 All All All

Application Apache Tomcat 5.0.26 All All All

Application Apache Tomcat 5.0.27 All All All

Application Apache Tomcat 5.0.28 All All All

Application Apache Tomcat 5.0.29 All All All

Application Apache Tomcat 5.0.3 All All All

Application Apache Tomcat 5.0.30 All All All

Application Apache Tomcat 5.0.4 All All All

Application Apache Tomcat 5.0.5 All All All

Application Apache Tomcat 5.0.6 All All All

Application Apache Tomcat 5.0.7 All All All

Application Apache Tomcat 5.0.8 All All All

Application Apache Tomcat 5.0.9 All All All

Application Apache Tomcat 5.5.0 All All All

Application Apache Tomcat 5.5.1 All All All

Application Apache Tomcat 5.5.10 All All All

Application Apache Tomcat 5.5.11 All All All

Application Apache Tomcat 5.5.12 All All All

Application Apache Tomcat 5.5.13 All All All
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Application Apache Tomcat 5.5.14 All All All

Application Apache Tomcat 5.5.15 All All All

Application Apache Tomcat 5.5.16 All All All

Application Apache Tomcat 5.5.17 All All All

Application Apache Tomcat 5.5.18 All All All

Application Apache Tomcat 5.5.19 All All All

Application Apache Tomcat 5.5.2 All All All

Application Apache Tomcat 5.5.20 All All All

Application Apache Tomcat 5.5.21 All All All

Application Apache Tomcat 5.5.22 All All All

Application Apache Tomcat 5.5.23 All All All

Application Apache Tomcat 5.5.24 All All All

Application Apache Tomcat 5.5.3 All All All

Application Apache Tomcat 5.5.4 All All All

Application Apache Tomcat 5.5.5 All All All

Application Apache Tomcat 5.5.6 All All All

Application Apache Tomcat 5.5.7 All All All

Application Apache Tomcat 5.5.8 All All All

Application Apache Tomcat 5.5.9 All All All

Application Apache Tomcat 6.0.0 All All All

Application Apache Tomcat 6.0.1 All All All

Application Apache Tomcat 6.0.10 All All All

Application Apache Tomcat 6.0.11 All All All

Application Apache Tomcat 6.0.12 All All All

Application Apache Tomcat 6.0.13 All All All

Application Apache Tomcat 6.0.2 All All All

Application Apache Tomcat 6.0.3 All All All

Application Apache Tomcat 6.0.4 All All All

Application Apache Tomcat 6.0.5 All All All

Application Apache Tomcat 6.0.6 All All All

Application Apache Tomcat 6.0.7 All All All

Application Apache Tomcat 6.0.8 All All All

Application Apache Tomcat 6.0.9 All All All

Application Apache Tomcat 3.3 All All All

Application Apache Tomcat 3.3.1 All All All

Application Apache Tomcat 3.3.1a All All All
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Application Apache Tomcat 3.3.1a All All All

Application Apache Tomcat 3.3.2 All All All

Application Apache Tomcat 4.1.0 All All All

Application Apache Tomcat 4.1.1 All All All

Application Apache Tomcat 4.1.10 All All All

Application Apache Tomcat 4.1.15 All All All

Application Apache Tomcat 4.1.2 All All All

Application Apache Tomcat 4.1.24 All All All

Application Apache Tomcat 4.1.28 All All All

Application Apache Tomcat 4.1.3 All All All

Application Apache Tomcat 4.1.3 beta All All

Application Apache Tomcat 4.1.31 All All All

Application Apache Tomcat 4.1.36 All All All

Application Apache Tomcat 4.1.9 beta All All

Application Apache Tomcat 5.0.0 All All All

Application Apache Tomcat 5.0.1 All All All

Application Apache Tomcat 5.0.10 All All All

Application Apache Tomcat 5.0.11 All All All

Application Apache Tomcat 5.0.12 All All All

Application Apache Tomcat 5.0.13 All All All

Application Apache Tomcat 5.0.14 All All All

Application Apache Tomcat 5.0.15 All All All

Application Apache Tomcat 5.0.16 All All All

Application Apache Tomcat 5.0.17 All All All

Application Apache Tomcat 5.0.18 All All All

Application Apache Tomcat 5.0.19 All All All

Application Apache Tomcat 5.0.2 All All All

Application Apache Tomcat 5.0.21 All All All

Application Apache Tomcat 5.0.22 All All All

Application Apache Tomcat 5.0.23 All All All

Application Apache Tomcat 5.0.24 All All All

Application Apache Tomcat 5.0.25 All All All

Application Apache Tomcat 5.0.26 All All All

Application Apache Tomcat 5.0.27 All All All

Application Apache Tomcat 5.0.28 All All All

Application Apache Tomcat 5.0.29 All All All
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Application Apache Tomcat 5.0.3 All All All

Application Apache Tomcat 5.0.30 All All All

Application Apache Tomcat 5.0.4 All All All

Application Apache Tomcat 5.0.5 All All All

Application Apache Tomcat 5.0.6 All All All

Application Apache Tomcat 5.0.7 All All All

Application Apache Tomcat 5.0.8 All All All

Application Apache Tomcat 5.0.9 All All All

Application Apache Tomcat 5.5.0 All All All

Application Apache Tomcat 5.5.1 All All All

Application Apache Tomcat 5.5.10 All All All

Application Apache Tomcat 5.5.11 All All All

Application Apache Tomcat 5.5.12 All All All

Application Apache Tomcat 5.5.13 All All All

Application Apache Tomcat 5.5.14 All All All

Application Apache Tomcat 5.5.15 All All All

Application Apache Tomcat 5.5.16 All All All

Application Apache Tomcat 5.5.17 All All All

Application Apache Tomcat 5.5.18 All All All

Application Apache Tomcat 5.5.19 All All All

Application Apache Tomcat 5.5.2 All All All

Application Apache Tomcat 5.5.20 All All All

Application Apache Tomcat 5.5.21 All All All

Application Apache Tomcat 5.5.22 All All All

Application Apache Tomcat 5.5.23 All All All

Application Apache Tomcat 5.5.24 All All All

Application Apache Tomcat 5.5.3 All All All

Application Apache Tomcat 5.5.4 All All All

Application Apache Tomcat 5.5.5 All All All

Application Apache Tomcat 5.5.6 All All All

Application Apache Tomcat 5.5.7 All All All

Application Apache Tomcat 5.5.8 All All All

Application Apache Tomcat 5.5.9 All All All

Application Apache Tomcat 6.0.0 All All All

Application Apache Tomcat 6.0.1 All All All
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Application Apache Tomcat 6.0.10 All All All

Application Apache Tomcat 6.0.11 All All All

Application Apache Tomcat 6.0.12 All All All

Application Apache Tomcat 6.0.13 All All All

Application Apache Tomcat 6.0.2 All All All

Application Apache Tomcat 6.0.3 All All All

Application Apache Tomcat 6.0.4 All All All

Application Apache Tomcat 6.0.5 All All All

Application Apache Tomcat 6.0.6 All All All

Application Apache Tomcat 6.0.7 All All All

Application Apache Tomcat 6.0.8 All All All

Application Apache Tomcat 6.0.9 All All All
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US-CERT Vulnerability Note VU#993544

HP-UX update for Apache - Advisories - Secunia

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

IBM Tivoli Access Manager for Enterprise Single Sign-On Information Disclosure - Secunia Advisories - Vulnerability Information - Secunia.com

Debian -- Security Information -- DSA-1447-1 tomcat5.5

Webmail - OVH

Webmail - OVH

HPSBUX02262 SSRT071447 rev. 1 - HP-UX running Apache, Remote Arbitrary Code Execution, Cross Site Scripting (XSS) - c01178795 - HP Business Support Center

CA Cohesion Application Configuration Manager Apache Tomcat Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Pony Mail!

SecurityFocus

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Apache Tomcat® - Apache Tomcat 6 vulnerabilities

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

995387 Java (Maven) Security Update for org.apache.tomcat:tomcat (GHSA-qff8-g48j-pwpw)

https://lists.apache.org/thread.html/c62b0e3a7bf23342352a5810c640a94b6db69957c5c19db507004d74@%253Cdev.tomcat.apache.org%253E
http://www.vupen.com/english/advisories/2007/3386
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11269
http://secunia.com/advisories/26898
http://secunia.com/advisories/30802
http://www.redhat.com/support/errata/RHSA-2008-0195.html
http://secunia.com/advisories/28361
https://lists.apache.org/thread.html/29dc6c2b625789e70a9c4756b5a327e6547273ff8bde7e0327af48c5@%253Cdev.tomcat.apache.org%253E
https://www.redhat.com/archives/fedora-package-announce/2007-November/msg00525.html
http://www.securityfocus.com/bid/25316
https://lists.apache.org/thread.html/rb71997f506c6cc8b530dd845c084995a9878098846c7b4eacfae8db3@%253Cdev.tomcat.apache.org%253E
http://www.securityfocus.com/archive/1/476466/100/0/threaded
http://secunia.com/advisories/27267
http://lists.opensuse.org/opensuse-security-announce/2009-02/msg00002.html
http://secunia.com/advisories/26466
http://www.kb.cert.org/vuls/id/993544
http://secunia.com/advisories/27037
http://www.vupen.com/english/advisories/2009/0233
http://secunia.com/advisories/36486
http://www.debian.org/security/2008/dsa-1447
http://www.vupen.com/english/advisories/2007/3527
http://www.vupen.com/english/advisories/2007/2902
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?objectID=c01178795
http://secunia.com/advisories/33668
https://lists.apache.org/thread.html/29dc6c2b625789e70a9c4756b5a327e6547273ff8bde7e0327af48c5%2540%253Cdev.tomcat.apache.org%253E
http://www.securityfocus.com/archive/1/476442/100/0/threaded
http://www.vupen.com/english/advisories/2008/1981/references
http://tomcat.apache.org/security-6.html
https://www.cve.org/CVERecord?id=CVE-2007-3382
https://nvd.nist.gov/vuln/detail/CVE-2007-3382
http://cve.report/qid/995387
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