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Cross-site scripting (XSS) vulnerability in SendMailServlet in the examples web application (examples/jsp/mail/sendmail.jsg
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Apache Tomcat 4.0.0 All All All
Apache Tomcat 4.01 All All All
Apache Tomcat 4.0.2 All All All
Apache Tomcat 4.0.3 All All All
Apache Tomcat 4.0.4 All All All
Apache Tomcat 4.0.5 All All All
Apache Tomcat 4.0.6 All All All
Apache Tomcat 41.0 All All All
Apache Tomcat 4141 All All All
Apache Tomcat 4.1.10 All All All
Apache Tomcat 4.1.15 All All All
Apache Tomcat 4.1.2 All All All
Apache Tomcat 4.1.24 All All All
Apache Tomcat 4.1.28 All All All
Apache Tomcat 41.3 All All All
Apache Tomcat 4.1.31 All All All
Apache Tomcat 4.1.36 All All All
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Application Apache Tomcat 4.0.0 All All All

Application Apache Tomcat 4.01 All All All

Application Apache Tomcat 4.0.2 All All All

Application Apache Tomcat 4.0.3 All All All

Application Apache Tomcat 4.0.4 All All All

Application Apache Tomcat 4.05 All All All

Application Apache Tomcat 4.0.6 All All All

Application Apache Tomcat 41.0 All All All

Application Apache Tomcat 411 All All All

Application Apache Tomcat 4.1.10 All All All

Application Apache Tomcat 4.1.15 All All All

Application Apache Tomcat 41.2 All All All

Application Apache Tomcat 4.1.24 All All All

Application Apache Tomcat 4.1.28 All All All

Application Apache Tomcat 41.3 All All All

Application Apache Tomcat 4.1.31 All All All

Application Apache Tomcat 4.1.36 All All All

Reference Source
IBM X-Force Exchange XF

About the security content of Security Update 2008-004 and Mac OS X 10.5.4 CONFIRM
SecurityReason - XSS in Tomcat send mail example SREASON
SecurityFocus BUGTRAQ
Pony Mail!

APPLE-SA-2008-06-30 Security Update 2008-004 and Mac OS X v10.5.4 APPLE
Pony Mail!

Pony Mail! MLIST

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com  SECUNIA

US-CERT Vulnerability Note VU#862600 CERT-VN
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
Pony Mail! MLIST
Pony Mail! MLIST
Apache Tomcat® - Apache Tomcat 4.x vulnerabilities CONFIRM

39000 OSvDB
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Apache lomcat SendMailserviet Gross-Site Scripting Vulnerability BID
Full Disclosure: CVE-2007-3383: XSS in Tomcat send mail example FULLDISC
Pony Mail!
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

995379 Java (Maven) Security Update for org.apache.tomcat:tomcat (GHSA-wjwr-3jch-479j)
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