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Summary

CVE CVE-2007-3387

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-07-30 23:17:00 UTC

Updated 2023-02-13 02:17:00 UTC

Description Integer overflow in the StreamPredictor::StreamPredictor function in xpdf 3.02, as used in (1) poppler before 0.5.91, (2) gpdf before 2.8.2, (3) kpdf, (4) kdegraphics, (5) CUPS, (6) PDFedit, and other products, might allow remote attackers to execute arbitrary code via a crafted PDF file that triggers a stack-based buffer overflow in the StreamPredictor::getNextLine function.

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apple Cups All All All All

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 6.10 All All All

Operating System Canonical Ubuntu Linux 7.04 All All All

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 6.10 All All All

Operating System Canonical Ubuntu Linux 7.04 All All All

Operating System Debian Debian Linux 3.1 All All All

Operating System Debian Debian Linux 4.0 All All All

Operating System Debian Debian Linux 3.1 All All All

Operating System Debian Debian Linux 4.0 All All All

Application Freedesktop Poppler All All All All

Application Freedesktop Poppler All All All All

Application Gpdf Project Gpdf All All All All

Application Gpdf Project Gpdf All All All All

Application Xpdfreader Xpdf 3.02 All All All

Application Xpdfreader Xpdf 3.02 All All All
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Application Xpdfreader Xpdf 3.02 All All All
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NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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