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Summary

CVE CVE-2007-3388

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-08-03 20:17:00 UTC

Updated 2018-10-16 16:49:00 UTC

Description Multiple format string vulnerabilities in (1) qtextedit.cpp, (2) qdatatable.cpp, (3) qsqldatabase.cpp, (4) qsqlindex.cpp, (5) qsqlrecord.cpp, (6) qglobal.cpp, and (7) qsvgdevice.cpp in QTextEdit in Trolltech Qt 3 before 3.3.8 20070727 allow remote attackers to execute arbitrary code via format string specifiers in text used to compose an error message.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Trolltech Qt All All All All

References

Reference Source Link

SecurityFocus BUGTRAQ www.securityfocus.com

Trolltech Provides Security Patch to Qt 3.3.8, Addressing Potential Vulnerability — Trolltech CONFIRM trolltech.com

Security Announcement SUSE www.novell.com

Qt Error Message Format String Bugs Let Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK securitytracker.com

Fedora update for qt - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Mandriva update for qt3 - Advisories - Secunia SECUNIA secunia.com

Repository / Oval Repository OVAL oval.cisecurity.org

Debian -- Security Information -- DSA-1426-1 qt-x11-free DEBIAN www.debian.org

Trolltech Qt QTextEdit Multiple Format String Vulnerabilities BID www.securityfocus.com

Gentoo update for qt - Advisories - Secunia SECUNIA secunia.com

SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia SECUNIA secunia.com

Qt QTextEdit Error Message Handling Format String Vulnerability - Advisories - Secunia SECUNIA secunia.com

SUSE update for qt3 - Advisories - Secunia SECUNIA secunia.com
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http://www.novell.com/linux/security/advisories/2007_48_qt3.html
http://securitytracker.com/id?1018485
http://secunia.com/advisories/26804
http://secunia.com/advisories/26284
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9690
http://www.debian.org/security/2007/dsa-1426
http://www.securityfocus.com/bid/25154
http://secunia.com/advisories/24460
http://secunia.com/advisories/26607
http://secunia.com/advisories/26298
http://secunia.com/advisories/26306


issues.rpath.com/browse/RPL-1597 CONFIRM issues.rpath.com

The Slackware Linux Project: Slackware Security Advisories SLACKWARE www.slackware.org

Debian update for qt-x11-free - Advisories - Secunia SECUNIA secunia.com

USN-495-1: Qt vulnerability | Ubuntu UBUNTU www.ubuntu.com

Support REDHAT www.redhat.com

Avaya Products Qt QTextEdit Error Message Handling Format String Vulnerability - Advisories - Secunia SECUNIA secunia.com

Slackware update for qt - Secunia.com SECUNIA secunia.com

dist.trolltech.com/developer/download/170529.diff CONFIRM dist.trolltech.com

Gentoo Linux Documentation -- Qt: Multiple format string vulnerabilities GENTOO www.gentoo.org

404 Not Found FEDORA fedoranews.org

Red Hat update for qt - Advisories - Secunia SECUNIA secunia.com

Gentoo Linux Documentation -- Qt: Buffer overflow GENTOO www.gentoo.org

Gentoo Bug 185446 - x11-libs/qt Multiple issues (CVE-2007-3388) CONFIRM bugs.gentoo.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Gentoo Linux Documentation -- AMD64 x86 emulation Qt library: Multiple vulnerabilities GENTOO security.gentoo.org

20070801-01-P SGI patches.sgi.com

rPath update for qt-x11-free - Advisories - Secunia SECUNIA secunia.com

Advisories | Mandriva MANDRIVA www.mandriva.com

Fedora update for qt - Advisories - Secunia SECUNIA secunia.com

ASA-2007-388 (RHSA-2007-0721) CONFIRM support.avaya.com

Ubuntu update for qt - Advisories - Secunia SECUNIA secunia.com

Gentoo update for emul-linux-x86-qtlibs - Advisories - Secunia SECUNIA secunia.com

404 Not Found FEDORA fedoranews.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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