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CVE-2007-3409

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2007-3409

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2007-06-26 18:30:00 UTC

2024-02-03 02:30:00 UTC

Net::DNS before 0.60, a Perl module, allows remote attackers to cause a denial of service (stack consumption) via a malfor

| 1|

Risk And Classification

Problem Types: CWE-674

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 6.06 All All All
Canonical Ubuntu Linux 6.10 All All All
Debian Debian Linux 3.1 All All All
Debian Debian Linux 4.0 All All All
Net-dns Net \ dns All All
Ninet Labs Net Dns 0.14 All All All
NInet Labs Net Dns 0.20 All All All
Ninet Labs Net Dns 0.21 All All All
Ninet Labs Net Dns 0.22 All All All
Ninet Labs Net Dns 0.23 All All All
Ninet Labs Net Dns 0.24 All All All
Ninet Labs Net Dns 0.25 All All All
Ninet Labs Net Dns 0.26 All All All
Ninet Labs Net Dns 0.27 All All All
Ninet Labs Net Dns 0.28 All All All
NInet Labs Net Dns 0.29 All All All
Ninet Labs Net Dns 0.30 All All All
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Application NInet Labs Net Dns 0.52 All All All
Application Ninet Labs Net Dns 0.53 All All All
Application NInet Labs Net Dns 0.53_01 All All All
Application Ninet Labs Net Dns 0.53 02 All All All
Application NInet Labs Net Dns 0.54 All All All
Application Ninet Labs Net Dns 0.55 All All All
Application Ninet Labs Net Dns 0.56 All All All
Application Ninet Labs Net Dns 0.57 All All All
Application NInet Labs Net Dns 0.58 All All All
Application Ninet Labs Net Dns 0.59 All All All
Reference Source Link

Perl Net::DNS Module Two Vulnerabilities - Advisories - Secunia SECUNIA secunia.com
Advisories - Mandriva Linux MANDRIVA  www.mandriva.com
Red Hat update for perl-Net-DNS - Advisories - Secunia SECUNIA secunia.com
Support REDHAT www.redhat.com
Gentoo Linux Documentation -- Net::DNS: Multiple vulnerabilities GENTOO www.gentoo.org
SUSE Update for Multiple Packages - Advisories - Secunia SECUNIA secunia.com
Ubuntu update for libnet-dns-perl - Advisories - Secunia SECUNIA secunia.com
Debian -- Security Information -- DSA-1515-1 libnet-dns-perl DEBIAN www.debian.org
rPath update for perl-Net-DNS - Secunia.com SECUNIA secunia.com
2007-0023 TRUSTIX www.trustix.org
37054 OSvVDB osvdb.org
Debian update for libnet-dns-perl - Advisories - Secunia SECUNIA secunia.com
SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia SECUNIA secunia.com
About Secunia Research | Flexera SECUNIA secunia.com
Perl Net::DNS Remote Multiple Vulnerabilities BID www.securityfocus.com

Perl Net::DNS Lets Remote Users Deny Service With Malformed DNS Packets - SecurityTracker SECTRACK www.securitytracker.com

Repository / Oval Repository OVAL oval.cisecurity.org
Net::DNS CONFIRM www.net-dns.org
USN-483-1: libnet-dns-perl vulnerabilities | Ubuntu UBUNTU www.ubuntu.com
Security Announcement SUSE www.novell.com
Trustix Update for Multiple Packages - Advisories - Secunia SECUNIA secunia.com

Mandriva update for perl-Net-DNS - Secunia.com SECUNIA secunia.com
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http://www.mandriva.com/security/advisories?name=MDKSA-2007:146
http://secunia.com/advisories/26055
http://www.redhat.com/support/errata/RHSA-2007-0674.html
http://www.gentoo.org/security/en/glsa/glsa-200708-06.xml
http://secunia.com/advisories/26543
http://secunia.com/advisories/26012
http://www.debian.org/security/2008/dsa-1515
http://secunia.com/advisories/26075
http://www.trustix.org/errata/2007/0023/
http://osvdb.org/37054
http://secunia.com/advisories/29354
http://secunia.com/advisories/26211
http://secunia.com/advisories/26417
http://www.securityfocus.com/bid/24669
http://www.securitytracker.com/id?1018376
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10595
http://www.net-dns.org/docs/Changes.html
http://www.ubuntu.com/usn/usn-483-1
http://www.novell.com/linux/security/advisories/2007_17_sr.html
http://secunia.com/advisories/26231
http://secunia.com/advisories/26014
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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