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Summary

CVE CVE-2007-3409

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-06-26 18:30:00 UTC

Updated 2024-02-03 02:30:00 UTC

Description Net::DNS before 0.60, a Perl module, allows remote attackers to cause a denial of service (stack consumption) via a malformed compressed DNS packet with self-referencing pointers, which triggers an infinite loop.

Risk And Classification

Problem Types: CWE-674

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 6.10 All All All

Operating System Debian Debian Linux 3.1 All All All

Operating System Debian Debian Linux 4.0 All All All

Application Net-dns Net \ dns All All

Application Nlnet Labs Net Dns 0.14 All All All

Application Nlnet Labs Net Dns 0.20 All All All

Application Nlnet Labs Net Dns 0.21 All All All

Application Nlnet Labs Net Dns 0.22 All All All

Application Nlnet Labs Net Dns 0.23 All All All

Application Nlnet Labs Net Dns 0.24 All All All

Application Nlnet Labs Net Dns 0.25 All All All

Application Nlnet Labs Net Dns 0.26 All All All

Application Nlnet Labs Net Dns 0.27 All All All

Application Nlnet Labs Net Dns 0.28 All All All

Application Nlnet Labs Net Dns 0.29 All All All

Application Nlnet Labs Net Dns 0.30 All All All
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Application Nlnet Labs Net Dns 0.30 All All All

Application Nlnet Labs Net Dns 0.31 All All All

Application Nlnet Labs Net Dns 0.32 All All All

Application Nlnet Labs Net Dns 0.33 All All All

Application Nlnet Labs Net Dns 0.34 All All All

Application Nlnet Labs Net Dns 0.34_02 All All All

Application Nlnet Labs Net Dns 0.34_03 All All All

Application Nlnet Labs Net Dns 0.35 All All All

Application Nlnet Labs Net Dns 0.36 All All All

Application Nlnet Labs Net Dns 0.37 All All All

Application Nlnet Labs Net Dns 0.38 All All All

Application Nlnet Labs Net Dns 0.38_01 All All All

Application Nlnet Labs Net Dns 0.38_02 All All All

Application Nlnet Labs Net Dns 0.39 All All All

Application Nlnet Labs Net Dns 0.39_01 All All All

Application Nlnet Labs Net Dns 0.39_02 All All All

Application Nlnet Labs Net Dns 0.40 All All All

Application Nlnet Labs Net Dns 0.40_01 All All All

Application Nlnet Labs Net Dns 0.41 All All All

Application Nlnet Labs Net Dns 0.42 All All All

Application Nlnet Labs Net Dns 0.42_01 All All All

Application Nlnet Labs Net Dns 0.42_02 All All All

Application Nlnet Labs Net Dns 0.43 All All All

Application Nlnet Labs Net Dns 0.44 All All All

Application Nlnet Labs Net Dns 0.44_01 All All All

Application Nlnet Labs Net Dns 0.44_02 All All All

Application Nlnet Labs Net Dns 0.45 All All All

Application Nlnet Labs Net Dns 0.45_01 All All All

Application Nlnet Labs Net Dns 0.46 All All All

Application Nlnet Labs Net Dns 0.47 All All All

Application Nlnet Labs Net Dns 0.47_01 All All All

Application Nlnet Labs Net Dns 0.48 All All All

Application Nlnet Labs Net Dns 0.48_01 All All All

Application Nlnet Labs Net Dns 0.48_02 All All All

Application Nlnet Labs Net Dns 0.48_03 All All All

Application Nlnet Labs Net Dns 0.49 All All All
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Application Nlnet Labs Net Dns 0.49_01 All All All

Application Nlnet Labs Net Dns 0.49_02 All All All

Application Nlnet Labs Net Dns 0.49_03 All All All

Application Nlnet Labs Net Dns 0.50 All All All

Application Nlnet Labs Net Dns 0.51 All All All

Application Nlnet Labs Net Dns 0.51_01 All All All

Application Nlnet Labs Net Dns 0.51_02 All All All

Application Nlnet Labs Net Dns 0.52 All All All

Application Nlnet Labs Net Dns 0.53 All All All

Application Nlnet Labs Net Dns 0.53_01 All All All

Application Nlnet Labs Net Dns 0.53_02 All All All

Application Nlnet Labs Net Dns 0.54 All All All

Application Nlnet Labs Net Dns 0.55 All All All

Application Nlnet Labs Net Dns 0.56 All All All

Application Nlnet Labs Net Dns 0.57 All All All

Application Nlnet Labs Net Dns 0.58 All All All

Application Nlnet Labs Net Dns 0.59 All All All

Application Nlnet Labs Net Dns 0.14 All All All

Application Nlnet Labs Net Dns 0.20 All All All

Application Nlnet Labs Net Dns 0.21 All All All

Application Nlnet Labs Net Dns 0.22 All All All

Application Nlnet Labs Net Dns 0.23 All All All

Application Nlnet Labs Net Dns 0.24 All All All

Application Nlnet Labs Net Dns 0.25 All All All

Application Nlnet Labs Net Dns 0.26 All All All

Application Nlnet Labs Net Dns 0.27 All All All

Application Nlnet Labs Net Dns 0.28 All All All

Application Nlnet Labs Net Dns 0.29 All All All

Application Nlnet Labs Net Dns 0.30 All All All

Application Nlnet Labs Net Dns 0.31 All All All

Application Nlnet Labs Net Dns 0.32 All All All

Application Nlnet Labs Net Dns 0.33 All All All

Application Nlnet Labs Net Dns 0.34 All All All

Application Nlnet Labs Net Dns 0.34_02 All All All

Application Nlnet Labs Net Dns 0.34_03 All All All

Application Nlnet Labs Net Dns 0.35 All All All
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Application Nlnet Labs Net Dns 0.35 All All All

Application Nlnet Labs Net Dns 0.36 All All All

Application Nlnet Labs Net Dns 0.37 All All All

Application Nlnet Labs Net Dns 0.38 All All All

Application Nlnet Labs Net Dns 0.38_01 All All All

Application Nlnet Labs Net Dns 0.38_02 All All All

Application Nlnet Labs Net Dns 0.39 All All All

Application Nlnet Labs Net Dns 0.39_01 All All All

Application Nlnet Labs Net Dns 0.39_02 All All All

Application Nlnet Labs Net Dns 0.40 All All All

Application Nlnet Labs Net Dns 0.40_01 All All All

Application Nlnet Labs Net Dns 0.41 All All All

Application Nlnet Labs Net Dns 0.42 All All All

Application Nlnet Labs Net Dns 0.42_01 All All All

Application Nlnet Labs Net Dns 0.42_02 All All All

Application Nlnet Labs Net Dns 0.43 All All All

Application Nlnet Labs Net Dns 0.44 All All All

Application Nlnet Labs Net Dns 0.44_01 All All All

Application Nlnet Labs Net Dns 0.44_02 All All All

Application Nlnet Labs Net Dns 0.45 All All All

Application Nlnet Labs Net Dns 0.45_01 All All All

Application Nlnet Labs Net Dns 0.46 All All All

Application Nlnet Labs Net Dns 0.47 All All All

Application Nlnet Labs Net Dns 0.47_01 All All All

Application Nlnet Labs Net Dns 0.48 All All All

Application Nlnet Labs Net Dns 0.48_01 All All All

Application Nlnet Labs Net Dns 0.48_02 All All All

Application Nlnet Labs Net Dns 0.48_03 All All All

Application Nlnet Labs Net Dns 0.49 All All All

Application Nlnet Labs Net Dns 0.49_01 All All All

Application Nlnet Labs Net Dns 0.49_02 All All All

Application Nlnet Labs Net Dns 0.49_03 All All All

Application Nlnet Labs Net Dns 0.50 All All All

Application Nlnet Labs Net Dns 0.51 All All All

Application Nlnet Labs Net Dns 0.51_01 All All All

Application Nlnet Labs Net Dns 0.51_02 All All All
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Application Nlnet Labs Net Dns 0.52 All All All

Application Nlnet Labs Net Dns 0.53 All All All

Application Nlnet Labs Net Dns 0.53_01 All All All

Application Nlnet Labs Net Dns 0.53_02 All All All

Application Nlnet Labs Net Dns 0.54 All All All

Application Nlnet Labs Net Dns 0.55 All All All

Application Nlnet Labs Net Dns 0.56 All All All

Application Nlnet Labs Net Dns 0.57 All All All

Application Nlnet Labs Net Dns 0.58 All All All

Application Nlnet Labs Net Dns 0.59 All All All
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