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CVE CVE-2007-3455
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-06-27 00:30:00 UTC
Updated 2017-07-29 01:32:00 UTC
Description cgiChkMasterPwd.exe before 8.0.0.142 in Trend Micro OfficeScan Corporate Edition 8.0 allows remote attackers to bypass

/ |
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Trend Micro Officescan 8.0 All corporate All
Application Trend Micro Officescan 8.0 All corporate All
Reference

Trend Micro OfficeScan CGI Modules Buffer Overflow and Authentication Bypass - Advisories - Secunia
www.trendmicro.com/ftp/documentation/readme/osce_80_win_en_securitypatch_b1042_r...

SecurityTracker.com Archives - Trend Micro OfficeScan Buffer Overflow Lets Remote Users Execute Arbitrary Code and Console Bug Lets Re¢
20070716 Trend Micro OfficeScan Management Console Authorization Bypass Vulnerability

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

IBM X-Force Exchange

Trend Micro OfficeScan Management Console Authentication Bypass Vulnerability

Trend Micro OfficeScan Server CGI Modules Stack Buffer Overflow Vulnerability
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NVD vulnerability detail
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https://cve.report/
https://cve.report/CVE-2007-3455/mitre
https://cve.report/CVE-2007-3455/nist
https://cve.report/CVE-2007-3455/cve_org
https://cve.report/api/cve/CVE-2007-3455.json
https://cve.report/CVE-2007-3455.pdf
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/officescan
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/officescan
http://secunia.com/advisories/25778
http://www.trendmicro.com/ftp/documentation/readme/osce_80_win_en_securitypatch_b1042_readme.txt
http://www.securitytracker.com/id?1018320
http://labs.idefense.com/intelligence/vulnerabilities/display.php?id=558
http://www.vupen.com/english/advisories/2007/2330
https://exchange.xforce.ibmcloud.com/vulnerabilities/35052
http://www.securityfocus.com/bid/24935
http://www.securityfocus.com/bid/24641
http://osvdb.org/36628
https://www.cve.org/CVERecord?id=CVE-2007-3455
https://nvd.nist.gov/vuln/detail/CVE-2007-3455

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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