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AYNACLAUNGCA AT Certain versions of Safe At Office 500 Utm from Sofaware contain the
following vulnerability:

Check Point SofaWare Safe@Office, with firmware before Embedded
" NGX 7.0.45 GA, has a certain default password.

CVE-2007-3465 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 10- HIGH

Access Access Authentication
Vector Complexity
Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
Calyptix Your Simple and Powerful Network () MISC labs.calyptix.com/CX-2007-04.txt
Security Solution
(7 OSVDB 41433
Calyptix Security Advisory CX-2007-04: Cross-Site [ ) MISC labs.calyptix.com/CX-2007-04.php
Request Forgery Against Check Point
(Safe@Office) W
SecurityFocus (%) BUGTRAQ 20070626 Calyptix Security Advisory CX-
2007-04 - Cross-Site Request Forgery Attack Against
Check Point Safe@Office Device
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https://cve.report/
https://cve.report/CVE-2007-3465/mitre
https://cve.report/CVE-2007-3465/nist
https://cve.report/CVE-2007-3465/cve_org
https://cve.report/CVE-2007-3465.pdf
http://cve.report/software/sofaware/safe_at_office_500_utm
http://cve.report/vendor/sofaware
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://cve.report/CVE-2007-3465/0d9b13ed
http://osvdb.org/41433
http://labs.calyptix.com/CX-2007-04.php
http://www.securityfocus.com/archive/1/472290/100/0/threaded
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Hardware G 4 Sofaware Safe At Office 500 Utm All All All All

cpe:2.3:h:sofaware:safe_at_office_500_utm:*:*:*:*:*:*

No vendor comments have been submitted for this CVE
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