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Summary

CVE CVE-2007-3477

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-06-28 18:30:00 UTC

Updated 2018-10-16 16:50:00 UTC

Description The (a) imagearc and (b) imagefilledarc functions in GD Graphics Library (libgd) before 2.0.35 allow attackers to cause a denial of service (CPU consumption) via a large (1) start or (2) end angle degree value.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Libgd Gd Graphics Library 2.0.33 All All All

Application Libgd Gd Graphics Library 2.0.34 All All All

Application Libgd Gd Graphics Library 2.0.34 rc1 All All

Application Libgd Gd Graphics Library 2.0.34 rc2 All All

Application Libgd Gd Graphics Library 2.0.35 rc1 All All

Application Libgd Gd Graphics Library 2.0.35 rc2 All All

Application Libgd Gd Graphics Library 2.0.35 rc3 All All

Application Libgd Gd Graphics Library 2.0.35 rc4 All All

Application Libgd Gd Graphics Library 2.0.33 All All All

Application Libgd Gd Graphics Library 2.0.34 All All All

Application Libgd Gd Graphics Library 2.0.34 rc1 All All

Application Libgd Gd Graphics Library 2.0.34 rc2 All All

Application Libgd Gd Graphics Library 2.0.35 rc1 All All

Application Libgd Gd Graphics Library 2.0.35 rc2 All All

Application Libgd Gd Graphics Library 2.0.35 rc3 All All

Application Libgd Gd Graphics Library 2.0.35 rc4 All All

Application Libgd Gd Graphics Library All rc5 All All
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Application Libgd Gd Graphics Library All rc5 All All
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CVE Program record

NVD vulnerability detail

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-02-14 Mark J Cox Due to the minimal impact of this flaw (temporary DoS by high CPU usage) and low likelihood of this problem being exposed in a way that would allow trust boundary crossing, we currently do not plan to backport a fix for this issue to the versions of gd as shipped in Red Hat Enterprise Linux 2.1, 3, 4 or 5.

There are currently no legacy QID mappings associated with this CVE.
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