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Summary

CVE CVE-2007-3478

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-06-28 18:30:00 UTC

Updated 2018-10-16 16:50:00 UTC

Description Race condition in gdImageStringFTEx (gdft_draw_bitmap) in gdft.c in the GD Graphics Library (libgd) before 2.0.35 allows user-assisted remote attackers to cause a denial of service (crash) via unspecified vectors, possibly involving truetype font (TTF) support.

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gd Graphics Library Gdlib All All All All

References

Reference

37740

ReleaseNote020035 - LibGD

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

GD: Multiple vulnerabilities — Gentoo Linux Documentation

Gentoo update for gd - Advisories - Secunia

Fedora update for libwmf - Advisories - Community

issues.rpath.com/browse/RPL-1643

PTeX: Multiple vulnerabilities — Gentoo Linux Documentation

Gentoo Linux Documentation -- CSTeX: Multiple vulnerabilities

Gentoo update for ptex - Advisories - Secunia

PHP Bugs: #40578: Thread safety issue with imagettftext

[SECURITY] Fedora 14 Update: libwmf-0.2.8.4-27.fc14

Trustix Update for Multiple Packages - Advisories - Secunia

https://cve.report/
https://cve.report/CVE-2007-3478/mitre
https://cve.report/CVE-2007-3478/nist
https://cve.report/CVE-2007-3478/cve_org
https://cve.report/CVE-2007-3478.pdf
http://cve.report/vendor/gd_graphics_library
http://cve.report/software/gd_graphics_library/gdlib
http://osvdb.org/37740
http://www.libgd.org/ReleaseNote020035
http://www.vupen.com/english/advisories/2007/2336
http://security.gentoo.org/glsa/glsa-200708-05.xml
http://secunia.com/advisories/26390
http://secunia.com/advisories/42813
https://issues.rpath.com/browse/RPL-1643
http://security.gentoo.org/glsa/glsa-200805-13.xml
http://security.gentoo.org/glsa/glsa-200711-34.xml
http://secunia.com/advisories/30168
http://bugs.php.net/bug.php?id=40578
http://lists.fedoraproject.org/pipermail/package-announce/2011-January/052848.html
http://secunia.com/advisories/26415


Fedora update for gd - Advisories - Secunia

[SECURITY] Fedora Core 6 Update: gd-2.0.35-1.fc6

Security Announcement

FS#48: Race condition in gdImageStringFTEx (gdft_draw_bitmap)

SecurityFocus

Mandriva update for tetex - Advisories - Secunia

Advisories | Mandriva

rPath Update for gd and Multiple php Packages - Advisories - Secunia

Bug 277421 – CVE-2007-3472 CVE-2007-3473 CVE-2007-3474 CVE-2007-3475 CVE-2007-3476 CVE-2007-3477 CVE-2007-3478 gd various flaws [FC6]

Advisories | Mandriva

Fedora update for gd - Advisories - Secunia

404 Not Found

Webmail - OVH

Mandriva update for gd - Advisories - Secunia

[SECURITY] Fedora 13 Update: libwmf-0.2.8.4-22.fc13

2007-0024

GD Graphics Library Multiple Vulnerabilities - Advisories - Secunia

CVE Program record

NVD vulnerability detail

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-02-14 Mark J Cox We currently do not plan to backport a fix for this issue to gd packages in current versions of Red Hat Enterprise Linux 2.1, 3, 4, and 5 due to the low likelihood of and application affected by this problem being exposed in a way that would allow trust boundary to be crossed.

There are currently no legacy QID mappings associated with this CVE.
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http://secunia.com/advisories/26766
http://www.redhat.com/archives/fedora-package-announce/2007-September/msg00311.html
http://www.novell.com/linux/security/advisories/2007_15_sr.html
http://bugs.libgd.org/?do=details&task_id=48
http://www.securityfocus.com/archive/1/478796/100/0/threaded
http://secunia.com/advisories/26467
http://www.mandriva.com/security/advisories?name=MDKSA-2007:164
http://secunia.com/advisories/26663
https://bugzilla.redhat.com/show_bug.cgi?id=277421
http://www.mandriva.com/security/advisories?name=MDKSA-2007:153
http://secunia.com/advisories/26856
http://fedoranews.org/updates/FEDORA-2007-205.shtml
http://www.vupen.com/english/advisories/2011/0022
http://secunia.com/advisories/26272
http://lists.fedoraproject.org/pipermail/package-announce/2011-January/052854.html
http://www.trustix.org/errata/2007/0024/
http://secunia.com/advisories/25855
https://www.cve.org/CVERecord?id=CVE-2007-3478
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