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Summary

CVE CVE-2007-3506

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-07-02 19:30:00 UTC

Updated 2008-09-05 21:25:00 UTC

Description The ft_bitmap_assure_buffer function in src/base/ftbimap.c in FreeType 2.3.3 allows context-dependent attackers to cause a denial of service and possibly execute arbitrary code via unspecified vectors involving bitmap fonts, related to a "memory buffer overwrite bug."

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Freetype Freetype All All All All

References

Reference Source Link Tags

The FreeType Project - Bugs: bug #19536, Emboldden rendering with a sbit... [Savannah] MISC savannah.nongnu.org

[freetype] Diff of /freetype2/src/base/ftbitmap.c MISC cvs.savannah.nongnu.org

FreeType Bitmap Font Handling Remote Buffer Overflow Vulnerability BID www.securityfocus.com

The FreeType Project download | SourceForge.net CONFIRM sourceforge.net Patch

FreeType Bitmap Font Handling Vulnerability - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-07-05 Joshua Bressers Not vulnerable. These issues did not affect the versions of freetype as shipped with Red Hat Enterprise Linux 2.1, 3, or 4.

There are currently no legacy QID mappings associated with this CVE.
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